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Introducing Altaro Hyper-V Backup

HYPER-V Backuo

@ Dashboard

TOOLS  HELP

Backup Drive Status Total Backup Size f Day | AllHyper-W Guests ~ Total Backup Sie / Day +
% Configure 4.04GB
Backup
Select Hyper-y Guest Whis 4.02GB 402GE (5} le]
Compression /B ki Other o o
" FEIRE Fatdn 4GB 4
/ 44.42GE
Backup Location S
[ 3 98GE
Offsite Copy Location | - [}
\ 3 96GE
Backup Schedules \
Free Space: / 3 94G8 @
Backup Retention Policy 2024868 S
Notificati . o 3 92GB
otfications 06 Jun 07 Jun 08 Jun 08 Jun 10 Jun 11 .Jun
Manual Backup
Altarn 1 o Today at 01:00; Backed up 177 .78 MB (compressed to 37 67 MB) for 2 files. (2 minutes)
e Dffsite Copy & Seed Altaro 1« Yesterday at 01:00; Backed up 18965 MB (compressed to 40 31 MB) for 2 files. (2 minutes)
Altarn 1« 09June 2013 &t 0100 Backed up 2104 MB (compressed to 38.53 MB) for 2 files. (2 minutes)
J Restore VMs Lharn 1 o DB June 2013 at 01:00 Backed up 209 65 MB (compressed to 37 81 MB) for 2 files (2 minutes)
Al LABLE Altarn 1 o 07 June 2013 &t 01:00; Backed up 136 65 MB (compressed to 29.84 MB) for 2 files. (2 minutes)
?9 Granular Restore OFFSITE Sftarn 1 o 08 June 2013 at 17:18 Backed up 24.53 MB (compressed to 3.67 MB) for 2 files. (2 minutes)
COPIES Sftern 1 o 06 June 2013 at 16:47: First Backup: 9.85 GB (compressed to 3.93 GB) backed up. (3 minutes)
File Level Restore
Exchange [tem Level Restore
RESTORE
A HISTORY
J Advanced Restore Options
Sandhox Restore
Boot fram Backup Drive ERRORS
BE Management Tools
Altaro Backup Server
Central Management Cansale
m Reports
Backup History
Restore History
40580

’E Connected to Agent: LOCALHOST

Main features in Altaro Hyper-V Backup:

Hot Backups - MS VSS Integration

Back up live VMs with zero downtime by leveraging the Microsoft VSS Hyper-V Writer.

Restore Clones

Restore VMs to the same Hyper-V Host but with a different name.

Restore to different Hyper-V host

Restore an individual or a group of VMs to a different Hyper-V Host.

ReverseDelta Incremental Backup

Incremental Backup Technology for hyper-speed efficiency.

File Level Restore

Mount backed up VHDs and restore files without having to restore a whole Virtual Machine.

Backs up Hyper-V clusters
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Cluster support for larger installations.
Backup schedules

Set different backup schedules for different VMs.
Restore different versions

Restore from multiple points in time rather than 'the most recent backup’
Supports Microsoft Hyper-V Server (Core)

Works with the free Microsoft S Hyper-V Server (Core).
Sandbox Restore Tests

Build a plan to make sure that in case of disaster you're fully covered.
Backs up Hyper-V Snapshots

If your VMs have snapshots than you can back up the snapshots as well.
Offsite Backup with WAN Acceleration

Backup to an offsite Altaro Backup Server over a WAN connection for added redundancy.
Remote Management

Manage your Altaro Hyper-V Backup from another machine.
Backup Compression

Get smaller and faster backups by enabling compression on your backup drive.
Backup Encryption

Secure your backup data with military grade AES encryption.
Microsoft Exchange backup and Item Level Restore

Backup your Microsoft Exchange server and restore at Item level from within the Exchange
database.

Add-Ons

Altaro Hyper-V Backup comes with 2 additional installer packages for the different add-ons you can install
for different tasks.
Below you can find an explanation of the 3 different installer packages and what they are used for:

Altaro Hyper-V Backup

This is the main installation which must be installed on the Hyper-V host/sener as it contains the code that
does the actual backup. The Altaro Hyper-V Backup install includes also the Altaro Remote Management
Console as part of the installation. Once you install Altaro Hyper-V Backup on the Hyper-V host/sener just
run the management console from the start programs group.

If you want to manage Altaro Hyper-V Backup from a different machine then you must install the Altaro
Management Tools (below).

If you want to make use of the off-site backup feature in Altaro Hyper-V Backup then you must install the
Altaro Backup Sener (below) on a remote machine.
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Altaro Remote Management Console

This will install a remote management console which can connect to one or many remote installations of
Altaro Hyper-V Backup. This is only required to be installed if you want to manage Altaro Hyper-V Backup
from a different machine such as your desktop PC.

The installation file for the Altaro Management Tools can be downloaded here: http://www.altaro.com/hyper-
backup/download-tools.php
Download the file and install it on the PC where you want to manage backups from.

Altaro Backup Server

This is only required if you want to enable off-site backups. You will need to identify a machine that will host
the off-site backups and install the Altaro Backup Server on that machine. This senver may be connected to
the Altaro Hyper-V Backup machine via both a LAN or a

WAN connection.

Important: TCP Ports 35101 - 35105 are used for communication between the Altaro Hyper-V Backup
software and the Altaro Backup Sener and must be allowed through.

The installation file for the Altaro Backup Senver can be downloaded here: http://www.altaro.com/hyper-v
backup/download-tools.php
Download the installer file and install it on the machine that you will use for off-site backups.

Click here to see a sample scenario of all roles installed and their usage.

Sample Scenario

Below we have described a sample scenario using all Altaro Hyper-V Backup roles as an example.

In this scenario, we are using a Cluster of 2 Hyper-V nodes hosting 3 VMs in total.
We also have a separate server connected via WAN used for off-site backups, and a workstation machine
used to remotely manage the Altaro backups and configuration.

SRV1 - Clustered Hyper-V Server running Windows Server 2012 hosting 2 VMs
SRV?2 - Clustered Hyper-V Server running Windows Server 2012 hosting 1 VM
SRV3 - Clustered Hyper-V Server running Windows Server 2012 hosting no VMs
SRV4 - An off-site server running Windows Server 2012

PC1 - A workstation machine used to remotely manage Altaro Hyper-V Backup

Below is a diagram showing each machine and the appropriate role to be installed on it.


http://www.altaro.com/hyper-v-backup/download-tools.php
http://www.altaro.com/hyper-v-backup/download-tools.php
http://www.altaro.com/hyper-v-backup/download-tools.php
http://www.altaro.com/hyper-v-backup/download-tools.php
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Cluster Shared Volume

! I
! S !
|
: Altaro Hyper-V Backup |
I Servers (Cluster) |
I (Agent) (Agent) |
- - |
I I
1 SRV2 (Master) SRV3 | WAM / Internet Connection
. — o K
| I Altaro Backup Server
: I [ ]
|
| -
WAN Acceleration
| - T > -LQ
I Main Onsite I K J Offsite
| Backup Drive I Backup
1 I Drive
I I
! I
I I
I I
I I
I I
| PC1 I
: &
v |
1 ‘.A.. I
l Altaro Remote I
\ Management Console f |
~ /
N e e e e e e e e e e e e -

TOOLS  HELP
ED Dashboard @ Right-click on a WM [or drag and drop it) to configure a backup schedule.
L X2 P
% Configure Guest Whds Selected for Backup Take scheduled backups... +
2 Guest Wil
Select Hyper-y Guest Wiz ;EZSUUE w2 daily at 01:00 . Edit Delete
Compression / Encryption o Linu + Copy to Offsite location Sundays at 01:00
Backup Location v wint ! 2_DDE R2
B Linux
Offsite Copy Location B wing
Backup Schedules
Backup Retention Palicy

In this case backups are taken to a local disk E:\ every weekday at 01:00
A second copy of the backup is taken to an Offsite location every Sunday at 01:00. This will be stored on
the Altaro Backup Sener called SRV3 over a WAN accelerated connection.

Below is a screenshot of the retention policy that was configured in this example:
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HYPER-V zackup

® Dashboard

0{’ Configure
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V’ Last Backup Today at 11:13

- o Drag and drop GuestWMs from the left to the right to configure a Backup Retention plan.

Guest Whs Selected for Backup

Select Hyper- Guest whs Guest ¥M
B 2009R2
Compression /£ Encryption # Linux
N win g

Backup Location
Offsite Copy Lacation

Backup Schedules

B 2003R2
B Linux
§ wing

elete backup versions which are older than... + Delete offsite versions which are older than...

TOOLS

Backup Retention Palicy

Motifications

Manual Backup

& oftsite Copy & Seed

B 2003R2
B Linux
§ wing

\) Restore Viis

E‘% Granular Restore

manths

File Lewel Restore

In this case, backup versions up to 1 week old will be kept on the primary backup location E:\ and backup
versions up to 1 month old will be kept on the remote Altaro Backup Sener.

Since backups run daily to the E:\ drive, and weekly to the Altaro Backup sener, the results of this retention
policy will be:

7 backup versions will be kept on E:\
4 backup versions will be kept on the remote Altaro Backup Server

Different Editions

Altaro Hyper-V Backup - Edition Comparison

The following table highlights the different features available in the 3 different editions of Altaro
Hyper-V Backup:

ee 0 0, allalrd =G O
Number of Virtual Machines that can be backed up and
restored per host 2VMs 5VMs
MS Hyper-V Cluster Support (CSV Support) xX X
Exchange Item Level Restore
Restore individual items from backed up VMs 4 X
Remote & Central Management Console X v
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Hot/Live Backups
Back up running VMs without having to stop them

w
Fast & Small Backups - Compression v
Offsite Backups over WAN/Internet Connection
(WAN Acceleration) W

Military Grade (AES) Encryption of Backups

Offsite Backups Only

Offsit

ReverseDelta Incremental Backup Technology

w
File Level Restore v
Restore Clone
Can restore VMs to the same Hyper-V Host but with a different W
name i.e. does not overwrite existing VM.
Restore Overwrite
Restore a backed up VM is justa 5 click process. W
Restore VMs to a different Hyper-V host v
Sandbox Restore
Build and test a recovery plan to ensure you're covered in case W
of a disaster.
Community Forum Support v
Priority Technical Support W




Getting Started

System Requirements
Supported Backup Destinations
Contacting Technical Support

System requirements

Supported Host Operating Systems:

Altaro Hyper-V Backup:

Windows 2008 R2 (all editions)

Windows 2008 R2 SP1

Windows Hyper-V Sener 2008 R2 (core installation)
Windows Senver 2012 (all editions)

Windows Hyper-V Sernver 2012 (core installation)
Windows Senver 2012 R2 (all editions)

Windows Hyper-V Sener 2012 R2 (core installation)

O O0OO0OO0OO0OO0Oo

Please note that Altaro Hyper-V Backup needs to be installed on the Hyper-V Host (not within the
guest).

Altaro Management Tools:

Windows 2008 R2 (all editions)
Windows 2008 R2 SP1

Windows Senver 2012 (all editions)
Windows Sener 2012 R2 (all editions)
Windows 7 (64-Bit)

Windows 8 (64-Bit)

O O0Oo0OO0Oo0oOo

Altaro Backup Server:

Windows 2008 R2 (all editions)

Windows 2008 R2 SP1

Windows Hyper-V Sener 2008 R2 (core installation)
Windows Senver 2012 (all editions)

Windows Senver 2012 R2 (all editions)

Windows Hyper-V Sener 2012 (core installation)
Windows 7 (64-Bit)

Windows 8 (64-Bit)

O O0OO0O0O0OO0OO0O0Oo

Required Specifications:

Altaro Hyper-V Backup:

0 128 MB RAM
O 100 MB Hard Disk Space (for Altaro Hyper-V Backup Program and Settings files)
0 MS .NET Framework 3.5 on Windows Sener 2008 R2



0O MS .NET Framework 4.0 on Windows Server 2012

Altaro Backup Server:

o

Minimum of i5 (or equivalent) processor

0 75 MB RAM + an additional 75MB for each concurrent backup/restore.

(For example if running 3 concurrent backups then minimum requirement is 75MB (base) +
75MB + 75MB + 75MB = Total 300 MB RAM)

Communication Ports:

Below is a list of the default TCP ports used by our software and their purpose. All these ports must be
allowed.

TCP Ports  Description

35100 Communication with the Remote Management Console

35101 - Communication with the Altaro Backup Senver

35105

24251 - Communication between agents on the same cluster

24252

24253 Communication from the Remote Management Console to Agent

Supported Backup Destinations

Altaro Hyper-V Backup supports backing up to:

USB External Drives

eSata External Drives

USB Flash Drives

Fileserver Network Shares using UNC Paths

NAS devices (Network Attached Storage) using UNC Paths

PC Internal Hard Drives (recommended only for evaluation purposes)
RDX Cartridges

Contacting Technical Support

Online Support Center

Find resolutions for common problems, answers to frequently asked questions, product change logs and
Live Chat support during office hours Monday to Friday.

Access the Online Support Center here: http://support.altaro.com

Email Support

Contact us via email - we will reply within 24 hours (business hours and weekdays)..

You can contact us via email on support@altaro.com.



http://support.altaro.com
mailto:support@altaro.com
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Check our Online Community Forum

Find answers to most common questions, suggest new feature ideas and see how other users are making
use of our software.

Access the Online Community Forum here:; http://community.altaro.com

Installing & Uninstalling

Installing Altaro Hyper-V Backup
Entering the License Key

Checking which version is installed
Upgrading to a new build
Uninstalling Altaro Hyper-V Backup

Installing Altaro Hyper-V Backup

If you do not have a copy of the installer for Altaro Hyper-V Backup please obtain a copy from
www.altaro.com before following this tutorial.

1. Launch the downloaded file: altarohypervbackupsetup.exe. On certain Operating Systems you
may receive a warning informing you that certain downloads may be unsafe. Altaro Hyper-V
Backup is signed using Altaro's digital signature and therefore this warning can be ignored.

2. Next you will be presented with the welcome screen of the installer. Simply click [Next].

i Altaro Hyper-V BackupSetwp________________________MEK)|
HYPER-V

Backup

Welcome to the Altaro Hyper-' Backup
Setup Wizard

The Setup Wizard will install Altaro Hyper-¥ Backup on wour
computer, Click Mexk bo continue or Cancel o exit the Setup
Wizard.

~ LTARO

Cancel |

Back
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3. You will now see the End User License Agreement into which you will enter with Altaro Ltd. Please
read through the agreement and check the “I Accept...” checkbox. Once you hawe agreed to the
terms and conditions in the EULA you can press [NEXT].

fii Altaro Hyper-¥ Backup Setup S =]
End-User License Agreement
Please read the Following license agreement carefully
END USER LICENSE AGREEMENT il

IMPORTANT! READ CAREFULLY.
THE FOLLOWING IS A LEGALLY BINDING AGREEMENT.

BEFORE ¥OU CHOOSE THE "l ACCERPT" BUTTOMN AT THE BOTTOM
OF THIS WINDOW CAREFULLY READ EACH PROVISION OF THIS
AGREEMENT. BY CLICKING ON THE "l ACCEPT" BUTTCON Y OL
WYARRANT AND REFEESENT THAT:

I¥ 1 accept the terms in the License Agreement:

Prinkt Back. I Mk I Zancel

4., At this point you will be prompted for the Destination Folder of the installation. In most normal
cases you should leave the installation path as default. Altaro Hyper-V Backup will be installed
within your Program Files folder.



i'él‘ Altaro Hyper-¥ Backup Setup M= l

Destination Folder

Click Mext toinstall ko the default Folder or click Change ko choose another.

Install Alkaro Hyper-Y Backup ba:

IC:'I,F‘ru:ugram FilestAlkaraialtaro Hyper-Y Backup),

Change... |

Back.

Cancel |

5. Next you will see a screen asking you for confirmation to install. Please press [Install].

i‘;?l Altaro Hyper-¥ Backup Setup M= I

Ready to install Altaro Hyper-¥ Backup

Click Install ko begin the installation. Click Back to review or change any of wour
installation settings, Click Cancel ko exit the wizard,

Zancel |

6. At this point the installation will begin. You will be presented with a progress bar updating you with
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the progress of the installation. Installation should only take a few seconds. Please note that if
you have UAC enabled on the Server then a UAC prompt may be displayed. Please click
allow for the installation to complete. UAC is required for the following reasons:

Files are being copied to the Program Files Folder.

A Windows Senice is being installed.

7. Once the installation is done you will be presented with the successful installation screen. A
checkbox is displayed and checked by default indicating whether the Management Console
should be launched automatically.

i'.g% Altaro Hyper-¥ Backup Setup |

HYPER-V

Backup

Altaro Hyper-V Backup has
been installed successfully

Click. the Finish butkon bo exit the Setup WWizard and click on
the desktop icon to begin,

¥ Launch Management Consale

~ LTARO

= Back

Zancel |

Should a screen informing you that the installation has failed appear please contact support.

8. Finally the Altaro Hyper-V Backup Management Console will appear. Please click here for a
tutorial on configuring your Backup Profile.

Entering the License Key

Once you order Altaro Hyper-V Backup you will receive an email containing your unique License Key. The
License Key is a block of letters.

To enter your license key please follow these steps:
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1. Launch the Altaro Hyper-V Backup Management Console.

2. Click Tools' >> 'Enter License Key..." from top right menu:

0} Altaro Hyper-V Backup [Hyper-V Host: LOCALHOST]

HYPER- ’Backu.o

® Dashboard

Backup Drive Status
\J{! Configure

Total Backup Size f Day | AllHyper-VGuests v Tom|Backup Sze/ Day =

TOOLS | HELP

Enter License Key...

4.04GB ‘

3. Next the license key window will appear as shown below.

)] Altaro Hyper-V Backup License Key

HYPER-V Backup

Check for Updates

Exit.

Your License Key is listed below__.
You may change your License Key by copying and pasting a new one below.

Each license key activation is logged through a call to our Web Service. Mo personal information

ig logged. K you do not have an intemet connection you can still enter vour license key and the

activation will be logged later.

Paste .. Load License Kev File. .

Buy a new License Key

Verify License Key

Cancel

4. Now open the email that contains your License Key. Once you select the License Key, right-click on it

and select Copy.

5. Go back to the License Key window, right-click on the white text box and select Paste.

6. Click the button [Verify License Key] to verify your License Key. Once \erified the window will change
to confirm that the License Key was accepted by thanking you for purchasing the product.
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Additional Steps when running under a Hyper-V Cluster Environment:

If a Cluster Environment is detected, then in the steps abowe, instead of the [Verify License Key] button you

will see a [Choose Nodes...] button. This button will bring up the following Window which facilitates the
licensing of each Node in the cluster.

Simply use the checkboxes in the list to identify which Nodes you would like to license. The number of
Nodes allowed is dependent on the number of activations allowed by the License Key.

)] Altaro Hyper-V Backup License Keys | x|
HYPER-\ sackup ~ LTARO

License key valid for 2 nodes (Can be used for 2 additional nodes)

Z81/mlisr| 5JZKD 1U+EDiy InBECo SJDMehwtcls SrAIPOYg4a<BR>B/0peP SCXRc 2762 1Rmat
=23 522G 2 ey Wzl FdyMsLogLe<BR:=sy SiwaO0 85wt QSh IPUEUED yE2HHUR AWz H+ L FaZu P 3Lh<BR=GhIdWN
+VIOCE350gZFsD5P 2f zks =Q0JKVko 2MzQ4Mj My <BR>Mzg4NTEzNzk 1NjB S Hx 3 Hx DB EMHwod DF 8M X Dl<|

Select which Modes to license License Status
] iﬁ HHNODE1RTM Evaluation Period: 22 days left
L] EE HHNODEZRTM Licensed using diferent License Key

Each license key activation is logged through a call to our Web Service. Mo personal information is logged. f you do not have
an intemet connection you can still enter your license key and the activation will be logged later.

License Selected Nodes

Checking which version is installed
Checking which version of Altaro Hyper-V Backup is installed is easy. Simply launch the Management

Console by clicking on the Altaro Hyper-V Backup Start Menu item and check for the version number at
the bottom right hand side of the Window.
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Altara 1
Aftaro 1
Aftaro 1
Aftaro 1

SyaILAELE Maro 1
OFFSITE Staro 1
COPIES Aftarn 1

RESTORE
HISTORY

ERRORS

o Today st 01:00; Backed up 177.78 MB (compressed to 537 67 MB) for 2 files. (2 minutes)

o esterday at 01:00; Backed up 189 65 WB (comprez=ed to 40 31 MB) for 2 files. (2 minutes)
& 09 June 2013 at 01:00; Backed up 210.4 MB (compressed to 38 54 ME for 2 files. (2 minutes)
& 03 June 2013 at 01:00; Backed up 209 .65 MB (compressed to 37 .81 MB) for 2 files. (2 minutes)
& 07 June 2013 at 01:00; Backed up 136,65 MB (compressed to 29.534 MB) for 2 files. (2 minutes)
& 06 June 2013 at 1718 Backed up 24,53 MB (compressed to 3.67 MB) for 2 files. (2 minutes)
& 05 June 2013 at 16:41: First Backup: 9.85 GB (compressed to 3 .93 GB) backed up. (9 minutes)

In the example above version 4.0.58 is installed.

Upgrading to a new build

To upgrade Altaro Hyper-V Backup please follow the following three steps:

1. Exit the Altaro Hyper-V Backup Management Console from the top right control box.

2. Download the latest version of Altaro Hyper-V Backup from http://www.altaro.com/hyper-v-backup/
download update.php

3. Launch the installer and follow the Installing Altaro Hyper-V Backup.

Your old backup settings, backup history and license key information will be migrated to the new

version.

Important Note: The only difference between a first time installation and an upgrade is that the
management console must be closed before attempting to upgrade. If the installer detects that the
management console is running then you will be prompted to close it with the following dialog box.


http://www.altaro.com/hyper-v-backup/download_update.php 
http://www.altaro.com/hyper-v-backup/download_update.php 

ji& Altaro Hyper-¥ Backup Setup

Files in Use
some files that need to be updated are currently in use.

The following applications are using files that need to be updated by this setup, ou can let
Setup Wizard close them and attempk to restart them or reboot the maching laker,

Alkaro Hyper-Y Backup

{* Close the applications and atkempt to reskart them.

" Do not close applications. & rebook will be required.

Cancel |

Uninstalling Altaro Hyper-V Backup

Important Note: Uninstalling Altaro Hyper-V Backup will only remove the software from your Sener. Any
backup data and settings created during usage of the application will be left on the Server and Backup Drive.
This is important in case you need to restore data in the future.

Method 1: Using the Uninstall a program feature under the Windows Control Panel

1. Click Start, then on Settings, then click Control Panel.

2. In Control Panel select [Uninstall a program].

3. Once the window opens up you'l see a listing of the programs you have installed on your
computer.

4, Highlight Altaro Hyper-V Backup and click [Remove] or [Uninstall].

5. The program will begin to uninstall and will ask you for confirmation.

6. When the uninstall is completed you'll notice that it is no longer \visible in the program list.

7. Close the dialog, and close the Control Panel.
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Method 2: Using the original Altaro Hyper-V Backup installer

1. Launch the original installer: altarohypervbackupsetup.exe. On certain Operating Systems you
may receive a warning informing you that certain downloads may be unsafe. Our software is
signed using Altaro's digital signature and therefore this warning can be ignored.

2. Next you will be presented with the welcome screen of the installer. Simply click [Next].

i Altaro Hyper-V Backup Setwp M=K
HYPER-V

Backup

Welcome to the Altaro Hyper-' Backup
Sebup Wizard

The Setup Wizard will install Alkaro Hyper-¥ Backup on waur
computer, Click Mexk to continue or Cancel o exit the Setup
Wizard.

~ LTARO

Cancel |

Bark:

3. You will now see a screen with three options. At this point please choose the [Remowe] option.
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i'.g% Altaro Hyper-¥ Backup Setup [_]C] |

Change, repair, or remove installation

Select the operation vou wish to perform,

Change I

Alkaro Hyper-Y Backup has no independently selectable Features,

Repair I

Repairs errors in the most recent installation by fixing missing and corrupk
files, shorkouks, and registry entries,

Removes Alkaro Hyper-Y Backup From your computer,

Back. Mexk Zancel

You will now be prompted with a confirmation to remowve Altaro Hyper-V Backup. Please choose
[Remowve] again.

i'él‘ Altaro Hyper-¥ Backup Setup [0

Ready to remove Altaro Hyper-¥Y Backup

Click Remove ko remove Alkaro Hyper-4 Backup From wour computer, Click Back, o resigw
ot change any of vour installation settings. Click Cancel to exit the wizard,

Cancel |




5. [Ifthe Hyper-V Backup Management Console is running you will be prompted to close it. Please
close it and proceed.

{i& Altaro Hyper-¥ Backup Setup

Files in Use

Some files that need ko be updated are currently in use,

The Following applications are using files that need to be updated by this sekup, You can ek
Setup Wizard clase them and attempk ko restart them or reboak the maching laker,

Alkaro Hyper-Y Backup

{* Close the applications and atkempt to reskart them.

" Do not close applications. & rebook will be required.

Cancel |

6. The uninstall progress will be displayed now. This should only take a few seconds.



i'él‘ Altaro Hyper-¥ Backup Setup [0

Removing Altaro Hyper-¥ Backup g

Please wait while the Setup Wizard removes alkaro Hyper-4 Backup.,

Skatus: Skopping services
(T ]]

Back [

7. Once Hyper-V Backup has been removed completely from your Sener you will be presented with
the following screen.

i Altaro Hyper-¥ Backup Setup

HYPER-V

Backup

Your changes to Altaro
Hyper-V¥ Backup have been
applied successfully

Click the Finish button to exik the Setup \Wizard.

~ LTARO

Zancel |




Altaro Hyper-V Backup V4 - User Manual

Should a screen informing you that the changes have failed appear please contact support.

Restart Backup From Scratch

To start backing up again from scratch you can simply use the "Discard Current Backup Profile" feature in
the Altaro Hyper-V Backup Configuration Manager. You can learn how to access the Configuration
Manager here.

Discard Current Backup Profile: This tab allows the user to discard the current backup profile and start a

new one. Once the old backup profile is discarded, Hyper-V Backup can be reconfigured using the
Management Console as described here.

File

| Start/ Stop Backup Service | Discard Current Backup Profile | Management Cansele Femote Access

n By discarding vour current backup profile a new one will be created allowing wou
to reconfigure your backup settings. The old backup files will remain stored on
wour backup drive to allow you to restare them it the future.

| Dizcard Current Backup Profile

) By discarding your current backup profile a new one will be created
A allowing you to reconfigure your backup settings. The old backup files
will remain stored on your backup drive to allow you to restore them in
the future,

Configuration - Quick Start

Installing Altaro Hyper-V Backup in a Hyper-V Cluster (CSV) Environment
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Instructions for setting up Altaro Hyper-V Backup within a Cluster Environment

Altaro Hyper-V Backup First Run

Note: At any point during the evaluation you will be able to enter a License Key to activate a Hyper-V
Backup Edition. If you choose not to purchase the software then you can activate the free Express Edition
at the end of the Evaluation period. Read instructions on entering your license key here.

The first time that you run Altaro Hyper-V Backup the Management Console will launch into a special
configuration mode. This will help you to:

1. Select which Hyper-V Guest VMs you would like to backup. Read instructions here.
2. Select which Backup Drive to back up to. Read instructions here.
3. Enable and disable backup and restore notifications. Read instructions here.

O] Altaro Hyper-V Backup [Hyper-V Host: LOCALHOST] ILIE-

HYPER-V Backup

TOOLS  HELP

@ Dashboard © Use the checkboses to select which Hyper-W Guest WMs ta add ta your Backup Plan

‘\G Configure

Select Hyper-v' Guest Whs
Compression f Encryption

Backup Location

“Wirtual Machines  Free Up Disk Space -
Name

i Atao

[ Atara 2

L] 8 aharo3

Cluster Node
C5v1
syl
CSY1

Select All Select Mone

Offsite Copy Location
Backup Schedules
Backup Retention Policy

Matifications

Manual Backup

A2 Offsite Copy & Seed
b Restore YMs

i-=9 Granular Restore
File Lewel Restare

Exchange [tem Level Restore

5 Advanced Restore Options
Sandbox Restore
Boot from Backup Drive

BE Management Tools
Altaro Backup Server

Central Management Consale

m Reports

Backup History

Restare History
&'  Save Changes 0 Discard Changes

’E Connected to Agent: LOCALHOST 40580

Opening the Management Console

The Management Console is opened automatically after you first install Altaro Hyper-V Backup.

After this you can launch it easily using one of the following methods:

Clicking on the Altaro Hyper-V Backup item within the "Start Menu > All Programs > Altaro" group.
Launching "Altaro Hyper-V Backup.exe" application from the install location. By default this is "C:
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\Program Files\Altaro\Altaro Hyper-V Backup".

Enter the command STARTALTARO into a command prompt window. This may not work immediately

after first install until you log out and in to the Sener due to the Environment Variables not being
refreshed.

If the Management Console is already running in the background simply double click on the Altaro
Hyper-V Backup System Tray icon.

Choosing VMs to back up

To select which Hyper-V Guest VMs to backup simply open the Management Console and select the
option [Select Hyper-V Guest VMs] from the left hand side main menu.

Read instructions on how to open the Management Console here.

@ Dashboard

a{t Configure

Select Hyper- Guest whis
Campressian f Encryption
Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Palicy

Matifications

1. Once you select "Step 1" you will be presented with the following panel:

ﬂ Use the checkboxes to select which Hyper-' Guest Wh3 to add to your Backup Plan

“Wirtual Machines | Free Up Disk Space = Select &ll Select Mane
Mame Cluster Mode
B Adara 1 Csvl
[ § ka2 C5v
[ # Ahara 3 Csvl
2. Simply use the checkboxes to select which Hyper-V Guest VMs you would like to add to your
backup plan.

- You can return to this screen at any time to add / remove Hyper-V Guest VMs.

- The selected VMs will not be backed up automatically until you setup a backup schedule
or take a manual backup.

- Hyper-V Guests that havwe been deleted from the Hyper-V Host but have already been
backed up will continue to show up in this list.

3. Once the selections have been made simply click on 'Save Changes' to update your backup plan.
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Selecting VMs on another Node within the Cluster:

If you wish to select VMs for backup which are currently hosted upon another Node within the cluster, you
simply select them using the same steps abowve. The user interface will be a bit different within a cluster
environment and you can read further instructions here.

You must hawe first configured Altaro Hyper-V correctly for Cluster Support as explained here.
Selecting Backup Drive

To select a drive or network path as your backup destination, open the Management Console and select
the option '‘Backup Location' from the left hand side menu.

Read instructions on how to open the Management Console here.

@ Dashboard

..;e Configure

Select Hyper- Guest whis
Campressian S Encryption
Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Palicy

Matifications

Your current backup drive will be shown on the right, to change it click 'Change Selected Drive' and you
will be presented with the following prompt:
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0| Backup Drive Selector -

H YPER -V Backup

Q Itis recommended that you badkup to a removable drive.

Connect a drive now or choose one from the list below...

Local Disks

D . Ci [Untitled Crrive] E7.49 GE Free NTFS
L =]

D . D [Mew Yalume) 17206 GE Free MTFS
L =]

I:l . E: (Mew Wolurme) 212,16 GE Free MTFS
L +]
Back up to netwark path [UMC path]... | Chooze which folder ta backup o,

Refresh Drive List

Select Backup Drive  Cancel

2. Here, select your backup drive from the list and click 'Select Backup Drive' to complete.

- For instructions on configuring a backup drive click here.
- For instructions on backing up to UNC network paths click here.

3. Once the selections have been made there is no need to click save as changes are sawed
automatically.

Selecting a Backup Drive within a Cluster Environment:

An additional step is required to share the backup drive with any Altaro Agents upon other nodes as
explained here.

Selecting Offsite Copy Location

To select an Altaro Backup Senver or a local or network path as your Offsite backup destination, open the
Management Console and select the option 'Offsite Copy Location' from the left hand side menu.

Read instructions on how to open the Management Console here.
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@ Dashboard

qe Configure

Select Hyper- Guest whis
Campressian S Encryption
Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Policy

Motifications

On the right hand side you will be shown a screen allowing you to choose what option you would like for
your offsite copies as below:

@ Dashboard The Offsite Copy feature allows you to create copies of your Backup Data on a second Local or Offsite Location,
0{" Configure
R et Homer e et &> Offsite Copy Location
-
Compression / Encryption Enable Offsite Copies

Backup Location

® Take a copy of the backup to your own &ltaro Backup Server (WAN Accelerated)
Rifsitelapytocation Uszing an Altaro Backup Server aver a network connection is faster, mare resilient and bandwidth efficient.
Backup Schedules

192.168.10.110(35101)

Backup Retention Poliny UserAccount: rnatthew! '
Motifications | Select Server... | Howe can | setup an Altaro Backup Server?
Manual Backup [[] Use'Seed To Disk' to a portable disk to transfer WM initial copies # data changes larger than |10 o GB

g Offsite Copy & Seed

\5 Restore YIMs

— O Takea copy of the backup to a USE Drive ! MNAS Drive f Metwork Folder Share
I:_T‘-g Granular Restore

File Lewe| Restare

Exchange Iterm Level Restore
Select Location. ..

‘5 Advanced Restore Options

sandbox Restore %AII data copied to a second location uzing the Offsite Copy feature is always compressed and encrypted

Boot fram Backup Drive o The Paster Encryption Key has been set. Change Encryption Key

Offsite Copy to an Altaro Backup Server

To back up to an offsite Altaro Backup Sener, select the first option called "Take a copy of the backup to
your own Altaro Backup Server"

Then Click the 'Select Server' button and you will be prompted to enter the details of your Altaro Backup
server as below:
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Choose an Altaro Backup Server

H YPER - !E:'a:::.kup

To save a second copy of vour backup to a LAN or Wak connected Windows Semver;
-""‘ please ensure thatvou have installed the Altaro Backup Server software an the server
and provide the Server address and credentials below

Altaro Server Address 192.168.10.110 |

Change Portz..

Altaro Account Uzer Hame |username| |

EERETTEEY |

Pazsword

| Test Connection |

] | | Cancel |

Enter the details of your Altaro Backup server and click OK
For more information about configuring an Altaro Backup Sener click here

Once you have selected your sener, you must also configure an Encryption key for your offsite backups. To
do so, click the 'Change Encryption Key' link at the bottom of the screen.
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A Offsite Copy Location

Enable Offzite Copies

® Take a copy of the backup to vour own Altaro Backup Server (WAN Accelerated)

Uzing an Altaro Backup Server over a network connection iz faster, moare rezilient and bandwidth efficient.

192.168.10.110 (35101)
LserAccount: matthew?’

| Select Server... | Howe can | setup an Altaro Backup Server?

[] Usze 'Seed To Disk' to a portable disk to transfer W initial copies / data changes larger than (10 “| GB

) Take a copy of the backup to a UISE Drive J NAS Drive I Metwark Folder Share

Select Location...

Qk.-’-'-.ll data copied to a recond location uzing the Offzite Cop re iz alwawz compreszed and encrypted

o The Mazter Encreption Key has been zet. Chanoe Encreption Key

You'll be prompted for an encryption key and a confirmation, then click OK

Click Save Changes to complete

Offsite Copy to a Local Drive / NAS / Network Share

To back up to an offsite Altaro Backup Sener, select the second option called "Take a copy of the
backup to a USB Drive / NAS Drive / Network Folder Share"

Then Click the 'Select Location' button and you will be prompted to choose your offsite backup location as
below:
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O] Select a Local or NAS drive... -

H YPER -V Backup

Q Choose a location to where to save the second copy of your badkLp,

Local Disks

D . i [Untitled Drive) E7.49 GB Free MTFS
L___*]

D . Dt [Mew Yolume) 17308 GE Fres MTFS
L =]

I:l . E: (Mew Wolumne) 212,16 GE Free MNTFS
L]
&dd a network location to the above Choose a Sub Folder...

Refresh drive lisk

Select Location  Cancel

Here (as with the regular Backup Location) you can choose a local or network location to take a copy of
your backup to.

Scheduling VM Backups

To schedule automatic backups for the selected VMs you need to create a number of Schedule Groups and
add the VMs to them. To do this simply open the Management Console and select the option "Backup
Schedules" from the left hand side main menu.

Read instructions on how to open the Management Console here.
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@ Dashboard

q{',’ Configure

Seleck Hyper-' Guest whis
Compression f Encryption
Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Palicy

Matifications

Default Backup Schedule Groups

If you have not yet created any backup schedule groups then two default groups will be created for you.
These default groups can be used as they are, edited or deleted. In any case when the default groups are
created you will be notified by the following Dialog prompt.

Default Schedule Groups Created -

You have not yet created a backup schedule, Two default schedule
groups have been created automatically. You can choose to edit these
schedule groups and then add Guest YMs to thern by dragging and
dropping VMs from the left to the right.

OK

Adding a VM to a Schedule Group

o Right-click on a %M [or drag and drop it] to configure a backup schedule,

Guest M3 Selected for Backup Take scheduled backups... =

i

Guest i
W &ltaro 1 -.of every Month at 00:00 Edit Delete Highlight a Wk for a Schedule Preview
G).-’-\Itaro2 + Copy monthly backup to offsite location
@AItam 3
daily at 01:00 Edit Delete
+ Copy to Offsite location Sundays at 01:00

B Altaro 1
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Simply drag a VM (or multiple VMs) from the left hand side panel to the right hand side panel to add it to a
Schedule Group. Once the VM is added it will be listed within the Schedule Group panel to indicate that it

has been added successfully.

A single VM can be added to multiple schedule groups and a single schedule group can contain multiple

VMs.

Selecting a VM on the left hand side will display a Schedule Preview of the current settings for that VM, as

shown in the example below:

o Right-click on a WM [or drag and drop i) to configure a backup schedule,

GuestWMs Selected for Backup Take scheduled backups... +

Guest W
Ju_ «0f every Month at 00:00 Edit Delete

G)ﬁltaro2 + Copy ronthly backup to offsite location

@ Alkaro 3

daily at 01:00 Edit Delete
+ Copy to Offsite location Sundays at 01:00

B Alaro 1

El El

=

Showing a schedule preview for

Altaro 1

Tomorruw at 01:00
L Thursday, Jun 13 at 01:00
L Friday, lun 14 at 01:00
Saturday, Jun 15 at 07:00
; (%) sunday, Jun 16 at 01:00

+ Copy Backup to Offsite location
(%) tonday, Jun 17 at 01:00
Tuesday,]un 18 at 01:00
Wednesday,Jun 19at 07:00
() Thursday, Jun 20 at 01:00
(%) Friday, Jun 21 at 01:00
Saturday, Jun 22 at 01:00
(%) Sunday, Jun 23 at 01:00

+ Copy Backup to Offsite location

() Monday, Jun 24 at 01:00

You must press Save Changes at the bottom of the screen to commit changes.

Removing a VM from a Schedule Group

To remove a VM from a schedule group simply right-click on the VM in the group's VM list and choose

"Remowve VM from this Schedule Group”. The VM can be re-added at any time in the future.

o Right-click an a %M [or drag and drop if] to configure a backup schedule,

Guest Whs Selected for Backup Take scheduled backups...
Guest WM

 Altaro 1 «0f every Month at 00:00 Edit Delete
o Bltar 2 m + Copy monthly backup to offsite location

" Altaro 3 Altara 2

-+

Showing a sc

Altaro 3

ﬁ Rernowe Wi frorm this Schedule Group "jaf“f’

You must press Save Changes at the bottom of the screen to commit changes.
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Editing / deleting / disabling Schedule Groups

At the top left of each schedule group are three buttons:

o Right-click an a WM [or drag and drop if] to configure a backup schedule,

Guest Whs Selected for Backup Take scheduled backups... +

3]2:;\:2'11 ..of every Month at 00:00 Edit Delete Showing a sche

- m + Copy monthly backup to offsite location Altaro 2
o Altaro 3 B Altaro 2

§ Alaro3 Mu:unda'_-,-;]u

+ Copy Bac

daily at 01:00 (%) Thursday, &

+ Copy to Offsite locatio + Copy Bac

B Altaro (%) Sunday, Ser

+ Copy Bac

Tuesda'_-,f, i

- Edit - change the schedule group backup schedule.

- Delete - discard the schedule group. Any VMs belonging to it will be unassigned from it first.

- Enabled [y/n] - choose whether the group is active or has been disabled. Backups will not take place for
disabled schedule groups.

You must press Save Changes at the bottom of the screen to commit changes.

Create a Schedule Group

To create a new schedule group click on the "+" button.
o Right-click on a WM [or drag and drop it] to configure a backup schedule,

Guest Whds Selected for Backup Take scheduled backups...

Guest i
;ztarn'l ..of every Month at 00:00 Edit Delete Showing a sche
 Altaro 2 + Copy monthly backup to offsite location Altaro 3
 Altara 3 B Alan 2

B &ltaro 3 -

s Mu:unda}-',_ll,

You will be presented by a Window which will prompt you for the schedule group settings.

Recurrence Pattern: whether you would like to configure a weekly or monthly recurrence.

Backup Times: settings to specify the backup times / days. This is split into two sections as shown below:
0 Take a backup - take a backup of the VMs in this schedule group to the predefined Backup

location. To choose your backup location follow the instructions here.
0 Follow up with an Offsite copy - take a copy of the latest backups of the VMs in this
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schedule group to the predefined Offsite Copy location. To choose your Offsite Copy location
follow the instructions here.

Schedule Group -

n

Backup Schedule Group:

With a Schedule Group you can configure a zet of backup times when a group of YVirtual Machines will be backed up.
Theirtual Machines configured in a Schedule Group will be backed up sequentially at one of the zcheduled times.
Wirtual kM achines can be added ta thiz group once these zettings are configurned.

Recurrence Patter:
O Weekly @ kdonthly

Backup Times:

ar; Wt T [Ww WT W F w5 w5

% Follow up with an Offsite copy...

ar; I CIT [Iw 07 LIF [1s5 [s

Configured to take an offsite copy to the Server- (19216210110 (35101)] - as 'matthew?’
Offsite location rezponding and available.  Eefresh

Backup Schedule Calculator:

The Backup Schedule Calculator will show pou the ligt of times / dates when the Yirtual M achines assigned to thiz
Schedule Graup will be backed up.

The times / dates are calculated bazed an the settings configured in this dialog.

|® Run Backup Schedule Caloulator

Save Cancel

Weekly Recurrence

1. Select the weekly radio button.
2. Click "Add Backup Time" to add a new backup time entry to the list.
3. Configure multiple backup times. eg. 10am on Mon, Tue and Friday.

4. These backup times will be repeated on a weekly basis.

Monthly Recurrence

1. Select the monthly radio button.
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2. Choose whether you wish the backup

to take place on the:

- Xth day of every month. eg: 10th day of every month.

- The Xth day of week of every month. eg: 2nd Wed of every month.

Run the Backup Schedule Calculator before saving changes

You can \erify the abowve settings by simulating the next 25 backup times. To do this click on [Run Backup
Schedule Calculator] and you will see a list of the next 25 backup times.

an: WM #T W T WF W5

E Follow up with an Offsite copy...

an: OO 017 w 071 [JF [Is

Configured to take an offsite copy to the Serve
Offzite location responding and available,  Refres!

Backup Schedule Calculator:

The Backup Schedule Calculator will show wau the list of times|
Schedule Group will be backed up.

The times / dates are calculated bazed on the settings&fig

|® Fiun Backup Schedule Calculator |

Tomorrow at 00:00

EF Thursday, Jun 13 at 00:00
E7)Friday, Jun 14 2t 00:00
Saturday, Jun 15 at 00:00
(%) sunday, Jun 16 at 00:00

[ Manday, Jun 17 at 00:00
Tuesday, Jun 18 at 00:00
Wednesda}-’, Jun 19 at 00:00
E2) Thursday, Jun 20 at 00:00
(%) Friday, Jun 21 at 00:00
Saturday, Jun 22 at 00:00
[ sunday, Jun 23 at 00:00
%) Manday, Jun 24 at 00:00
Tuesda}-’, Jun 25 at 00:00
Wednesday, Jun 26 at 00:00
> (%) Thursday, Jun 27 at 00:00
[ Friday, Jun 28 at 00:00
Saturday, Jun 29 at 00:00

Conclusion

[ L v onm

© e

b to Ciffaite locatioe

Guest VM - Backup Schedule Overview

Once the Backup Schedule has been set you will notice that the schedule label in the Backup / Restore

screen has changed.

In the case of a VM with no backup schedule set you will see:

mm Win 2008 RZ - Exchange 2010 (27-07-2012 11h23m03 Clone} on CLUSTERIZA

o

Backup on Weeken

ds at 23.00 1

Mo Backups Taken

Mext backup in 4 days

In the case of a VM where a backup schedule has been configured you will see:

mm\Win 2008 B2 - SQL 2008 (27-07-2012 11h23m03 Clone)
! Manual Backups Cnly ]

Configuring a Retention Po

No Backups Taken

licy

on CLUSTERISA

To manage the amount of disk space used uo on your backup drives and prevent it getting filled up it is
important to configure a retention policy for each of your VMs backups.
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To do this simply open the Management Console and select the option Backup Retention Policy from
the left hand side main menu.

You will then be presented with a screen as follows:

O] Altaro Hyper-V Backup [Hyper-V Host: LOCALHOST] = | =] -

HYPER-\ ’Eacku,c:

TOOLS  HELP
@ Dashboard @ Drag and drop Guest WMs from the left to the right to configure a Backup Retention plan.
[ - S
e Configure GuestWhs Selected for Backup +
Select Hyper-y Guest s Guest ¥ i ka0l A &karo
N Adtaro 1 1
Compressian f Encryption B Altara 2
day

Backup Location B Alaro 3

B Altaro 2
Offsite Capy Location B Altaro 3
Backup Schedules

Backup Retention Policy

Motifications

Manual Backup
&L otsite Copy & Seed P

nonth
J Restore ¥is
6

|v=9 Granular Restore
File Lewel Restore

Exchange Item Level Restore

‘3 Advanced Restore Options
Sandbox Restore

Boot from Backup Drive

-
BBl Management Tools
Altaro Backup Server

Central Management Caonsale

m Reports
Configured to take an offsite copy to the Server- 1
Backup History Offsite location responding and avallable.  Refresh

Restore History

‘\/ Save Changes | ‘o Dizcard Changes |

’E Connected to Agent: LOZALHOST 40550 ‘

The retention policies for primary backups are shown in green, and those for your offsite copy are shown in
orange.

To add a VM to a Retention Group simply drag and drop it from the left hand side into the desired group for
both the primary and off-site retention groups.

If you would like to create a custom Retention Policy, you can do so by clicking the 'plus’ (+) sign at the top
of the appropriate section.

To remowve a VM from a particular retention group, simply right-click the VM and choose 'Remove VM from
this Retention Group' as shown below:
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Delete backup versions which are older than... + Delete offsite versions which are older than...

A Altaro

Rernowe Wk frorm this Retention Group
| I
Right-click on a %M [or drag drop] to add J remc

A Altaro 2 n Right-click on a WM [or drag drop) to add £ reme
i %

Right-click on a M [or drag drop] to &

Once you have configured a retention plan for all your VMs, click Save Changes to complete.

Enabling Notifications

To select which notifications to receive simply open the Management Console and select the option
"Notifications" from the left hand side main menu.

Read instructions on how to open the Management Console here.

@ Dashboard

"{,‘ Configure
Select Hyper-% GuestWhs
Campressian f Encryption
Backup Location
Offsite Copy Location
Backup Schedules

Backup Retention Policy

Motifications

1. Once you select "Natifications" you will be presented with the following panel:
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@ Dashboard © configure the notification settings and mail server details below to receive alerts.

0\“ Configure

Email Motification Settings Event Log Matifications
Select Hyper-% Guest Whs
Compression / Encryption [] Send Email notifications for Successiul Backups # Dffsite Copies
RO [ Send Email notifications for Backups # Offsite Copies with skipped files
ackup Location

[ Send Email notifications for Failed Backups / Offsite Copies
Offsite Copy Location

[ Send Email notifications for completed restore operations
Backup Schedules

Backup Retention Policy

® Send Email notifications Immediately Emailz will be sent at lzazt 5 minutes apart
Maotifications () Queues Emaill notifications and send az a daily Email at  |00:00 e
I I Back
- anual backup SMTP Server Address |
g Offsite Copy & Seed SMTP Server Port %5 -
Uze 551 Encryption O

J Restore YIs

[ The outgoing mail server [SMTFP) requires authentication

|.=9 Granular Restore User Mame
File Lewel Restare Pazzwiord
Exchange Item Level Restare
From Address | |
Al : Recipients | |
Advanced Restore Options

Seperate multiple recipients with commas ().
Sandbox Restore Send Test Email

Boot from Backup Drive

2. Simply use the checkboxes to select which notifications you would like to receive.

- To learn how to configure Email notifications click here.
- To learn how to configure Event Log notifications click here.

3. Once the selections have been made simply click on 'Save Changes' to update your backup plan.

Email Notifications

Email Notifications allow users to receive Backup / Restore Reports by email. These reports indicate:

Backup Reports
The status of each backup and the Hyper-V Guest VM that was backed up.
The date and time of each backup.
The amount of data backed up.
The number of changed files.
The number of skipped files.

The duration of the backup.



Restore Reports
The status of each restore operation and the Hyper-V Guest VM that was restored.
The date and time of each restore operation.

The duration of the restore operation.

Configuring Email Notifications in order to receive Backup Reports:

Navigate to the Setup Notifications screen as shown here.

Once within the Setup Notifications screen simply select the [Email Notification Settings] tab.

ﬂ Configure the notification settings and mail server details below to receive alerts.

Email Motification Settings Ewvent Log Motifications

[ ] Send Email notifications for Successiul Backups / Offsite Copies
[] Send Email notifications for Backups / Offsite Copies with skipped files
[ ] Send Email notifications for Failed B ackups / Offsite Copies

[] Send Email notifications for completed restore operations

® Send Email notifications |mmediately Emailz will be sent at least 5 minutes apart

() Queus Email notifications and send az a daily Email at [00:00 =

W

SKMTP Server Address |

SMTP Server Port 25 o
Ilze S5L Encryption ]

[ ] The outgoing mail server [SMTP) requires authentication
Idzer Mame

FPazzword

Fram Addreszs | |

Recipients | |

Seperate multiple recipients with commas [L). | Send Test Emal |




Use the checkboxes to specify which notifications you would like to receive by email:

- You can choose to receive notifications for: successful backups, backups in which one or more file
was skipped, failed backups and completed restore operations.

- If you choose to receive naotifications for failed backups you will also be alerted when a backup is
skipped because your backup drive is not connected.

Next specify the frequency of your Email notifications. There are two options:

- Immediately after the operation has completed. (Emails will be sent a minimum of 5 minutes apart
and multiple notifications may be grouped into one email).

- As a daily email digest at a specified time each day.

Finally configure your SMTP mail sener settings and the email recipients. The [Send Test Email]
button can be used to test the SMTP settings.

Once you've finished configuring the Email notifications click on the [Save Changes] button at the
bottom of the screen.

Event Log Notifications

Event Log Notifications can be viewed within the Event Viewer console on Windows Sener. These are ideal
for monitoring the backup and restore operations remotely from another sener.

These log entries indicate the following information:

Backup Reports
The status of each backup and the Hyper-V Guest VM that was backed up.
The date and time of each backup.
The amount of data backed up.
The number of changed files.
The number of skipped files.

The duration of the backup.

Restore Reports

The status of each restore operation and the Hyper-V Guest VM that was restored.

The date and time of each restore operation.



The duration of the restore operation.

Configuring Event Log Notifications in order to receive Backup Reports:

Navigate to the Setup Notifications screen as shown here.

Once within the Setup Notifications screen simply select the [Event Log Notifications] tab.

ﬂ Configure the notification settings and mail server details below to receive alerts,

Email Matification Settings Ewvent Log Motifications

Add an entry to the Event Log for Successful Backups / Offzsite Copies
Add an entry to the Event Log for Backups / Offsite Copies with skipped files
Add an entry ta the Event Log for Failed Backups / OFffsite Copies

Add an entry to the Event Log for completed restore operations

Use the checkboxes to specify which notifications you would like to log:

- You can choose to receive notifications for: successful backups, backups in which one or more file
was skipped, failed backups and completed restore operations.

- If you choose to receive naotifications for failed backups you will also be alerted when a backup is
skipped because your backup drive is not connected.

Once you've finished configuring the Event Log notifications click on the [Save Changes] button at the
bottom of the screen.

Advanced VM Backup Settings

Each VM in your backup plan has a few advanced settings available. These can be accessed by following
these steps:

1. Open the Management Console as described here.
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2. Navigate to the "Manual Backup" screen.

@ Dashboard

Q{t Configure

Select Hyper-'y Guest ks
Campressian f Encryption
Backup Lacation

Offsite Copy Location
Backup Schedules
Backup Retention Paolicy

Matifications

¢ Manual Backup

ﬁ Offsite Copy & Seed

J Restore ¥ids

3. You will be presented with the following screen. Please note the "Spanner and Wrench" icons to
the right hand side of each VM.

Backup Whs
c' Backup Selected Enable Schedule || Dizable Schedule | | Select Al || Select Mone |
= Altaro 1 on €51 &
O X
Backup daily at 01:00 o Last hackup Today &t 01:00  Rext backup in Thrs 31m Settings
= Altaro 2 on €51 &
O X
The 1=t of every Month st 00:00 1. Mo Backups Taken  Mext backupin 19 days Settings
B Altaro 3 on C5W1 &
=l | N
The 1=t of ewvery Month st 00:00 1. Mo Backups Taken  Mext backupin 19 days Settings
4, Clicking on a "Spanner and Wrench" icon will display the "Advanced Settings" window for the VM in
guestion.
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Hyper-V Guest VM Backup Settings .
Settings for  Altaro 1

ReverseDelta | 150 Settings | Advanced | Backup Times / Frequency | Backup Retention

n K.eep a full copy of backed up YHD s every |45 o wersions.

|Jzing ReverseDelta technology, multiple backup versions will require less space
on vour backup dive az it only saves the changes between each version of a
changed file.

With ReverselDelta the latest verzion of a file iz always made available in itz
entirety and not as a delta file.

The main advantage iz that when restonng recent Y versions, less delta files
need to be rebuilt and therefore less CPU cycles are required.  Thiz tranglates
into wery fazt restare operations when restaring the more recent versionz, This
iz important gince typically the most recent backups are likely to be restored.

5. From the advanced settings Window you can do the following:

- Choose how often to take a full copy backup version of the VM. This can be accessed from the
ReverseDelta tab

- Choose whether to backup ISO files which are attached to the VM. Click here fore more details.

- Choose whether to enable Live Backups for Non-VSS Aware Guests (Crash-Consistent Backups).
Click here fore more details.

Backup for Cluster Environments

The Master Controller Node vs. Background Agents

Configuring for a Hyper-V _Cluster Environment

Dashboard Cluster Status Tab

Selecting VMs for backup (Cluster Environment)

Selecting a backup drive (Cluster Environment)
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Configuring the Altaro Agent upon a remote Node

Other considerations when using Altaro Agents

Firewall Rules / Communication between nodes

The Master Controller Node vs. Background Agents

Hyper-V Cluster (CSV) Environment

[ BACKUP FOLDER ]
N

Node 2 Node 3 Node 4
Master Controller Background Agent Background Agent Background Agent
4 4 'Y
R S d

The Master Controller Node

The Master Controller node configures and controls all the Altaro Background Agents on the cluster.

The Management Console User Interface must be run on the Master Controller.

Select which VMs to backup across the Cluster
Select / Manage Backup Drive

Configure Backup Schedules

Initiate Manual Backup / Restore Operations

Altaro Background Agent Nodes

Run in the background and accept backup and restore requests from the Master Controller node for any

Guest VMs running on that particular Node.

Configuring for a Hyper-V Cluster Environment

When installing for the first time within a Hyper-V Cluster Environment a Setup Wizard will be displayed.
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O] Altaro Hyper-V Backup Setup Wizard

H YPER -V, Backup

Step 1of 3 Welcome to the Altaro Hyper-V Badkup Setup Wizard...

i- Hyper-¥ Cluster Environment Detected
g se this wizard to install an Altaro Agent on each Mode.

You will configure a Master Controller Node

Configures and controls all Altaro Agents on the Cluster. The Management Console can only run on the Master:

- Select which WMs to backup acrozs Cluster
- Select  Manage Backup Crive

- Configure Backup Schedules

- Initizte Manual Backup § Restore operations

Other Nodes will run the backgreund Altaro Agent

Run in the background and accept Backup / Restore requests from the Master Controller for any Guest YMs
running on that particular Hode.

Back Hext Cancel

1. Click Next then choose which node will be the Master Controller Node and which nodes will be installed
as Background Agents. It is recommended that the node upon which you are running the setup wizard is
configured as the Master Controller Node.

Any node which has not yet been configured can be chosen as a Master Controller Node.

Install the Altaro Master Controller on the node:

ii SRV (Recommended) -

SRVY1 (Recommended)

Ta back ug SRy2 ackground Agert is required aon each node inthe cluster. The Altaro
Backup Agent iz controlled and receives requestions from the Altaro Master Controller.

2. Review the configuration settings and click on "Install and Configure Agents".

3. You will now be presented with a progress bar. If you have many nodes then this may take a few
minutes. Once the installation is complete you will see a summary of the installation results as shown
below. If any of the nodes fail to install press [BACK] and try again. Otherwise press [NEXT].
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» Altaro Hyper-W Backup has been installed successfully
Click [Mex] to configure yaur backup settings.

" SRV successiully configured as the Master Controller,
" SRVZ2 successfully configured as an Altaro Agent.

Note: If you chose to configure the current Node as a Background Agent then you must switch to
the Master Controller Node to launch the Management Console.

4. The Management Console will now be launched automatically if the current node was configured as the
Master Controller. You will be then be taken to the Hyper-V Guest Selection Screen.

Next Steps:

Choosing which Guest VMs to backup within a Hyper-V Cluster Environment

Configuring a Backup Drive in a Hyper-V Cluster Environment

Dashboard Cluster Status Tab

When running Altaro Hyper-V Backup in a Cluster Environment a new tab will appear within the Dasboard
Screen.

Cluster Status Tab
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] Altaro Hyper-V Backup [Hyper-V Host: LOCALHOST]
HYPER-V Backup
TOOLS  HELP
m “ b Your trial version will expire in 30 days Click here to get a License Key..
.3 X
K conflgure Backup Drive Status | Show Backup Sme /WM Total Backup 5ize f Day | AllHyper-\ Guests * Total Backup Se/ Day +
Select Hyper-' Guest Whs
Compression f Encryption l;\.‘;—:r;ﬁ[':'-'E P
EBackup Location { 1
[ | Mo Data
Offsite Copy Location . Free Space |
N, 2149268/
EBackup Schedules - >
EBackup Retention Policy
Motifications
SRV
Current Mode (Master Controller)  Ewvaluation Mode: 30 days feft Click here o configure...
Manual Backup ¢ ) v
g . SRY2
Offsite Copy & Seed Altaro Sgent detected and active  Evaluation Mode: 30 days feft Click here to conficure. ..
LATEST
o Restore Yiis ERTUES
-=9 Granular Restore _
AWAILABLE | =
File Level Restore OFFSITE
COPIES
Exchange Item Lewel Restore
‘3 Advanced Restore Options RESTORE
HISTORY
Sandbox Restore
Boot from Backup Drive
w | Updsted node status st 618 PM - Refresh node status now
- ERROE
BB Management Tools v
E Connected to Agent: LOCALHOST 40720

The Cluster Status Tab will show a list of nodes on the cluster. The cluster status is refreshed every 5
minutes automatically, but a refresh can be forced by clicking on the "Refresh node status node" button.
The following information is shown alongside each node:

- The Name of the node

- The Status of the Altaro Agent on that node:

- Altaro Agent not detected.

- Altaro Agent detected but must be upgraded to a newer version.
- Altaro Agent detected and active.

- Altaro Agent detected but is running as a Master Controller. This means that it cannot be
configured from the current node. Click here to learn more.

- The Evaluation Details of the Altaro Agent on that node: (if the agent is currently within Evaluation mode)

- Number of days left for evaluation.
- Whether the evaluation period has expired or not.
- Whether the selected license key includes support for Cluster Environments.

- A "Configure Button":

- Can be used to configure / update / install / uninstall the Altaro Agent upon that node.
- Can be used to license the Altaro Agent upon that node.

Click here to read more about configuring agents.
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Selecting VMs for backup (Cluster Environment)

When selecting which Hyper-V Guests to add to your backup plan within a Hyper-V Cluster Environment an
additional panel is displayed. This panel displays a list of nodes on the cluster and indicates the status of
the Altaro Background Agent on each node.

The Hyper-V Guest VM list will now show all VMs available on the Cluster (including those that are not on
the current node). An additional column will appear to show which node the VM is currently running upon.
You can add any VM from any Node on the Cluster to your backup plan.

Before proceeding read the chapter on Choosing which VMs to backup.

@ Dashboard 2 @ Usethe checkboxes to selectwhich Hypery Guest WMs to add to your Backup Plan
[ X B
Configure
bl d Mades in this Cluster “Wirtual Machines | Free Up Disk Space - Select &All Select Mone
|
Select Hyper-' Guest ks - SRV Mame Cluster Mode
c . E " .E Current Mode (Master Controller) § 2008R2 SRY1
Cmpress BnljEnevetion E\.-fe.l’ueﬁon .fl.'!ode:.SO days left L] ={=1%31
) GUFE... B
Backup Location SR nm B Linux SRY1
=_ SRY2 B wing SRV2
Offsite Copy Location BE staro Agent detected and active
Evaiyation Mode: 30 days left
Backup Schedules Click here to configure...
Backup Retention Policy

If a Background Agent on a specific node is not configured correctly then you will be unable to choose VMs
from that node for backup. To configure the node correctly click on the button "Click here to configure

correctly...".

Selecting a Backup Drive (Cluster Environment)

To see how to select a backup drive please read this chapter. This article will describe an additional step
which is required when selecting a backup drive in a Cluster Environment.

Also please note that special considerations must be taken when selecting a backup drive in a Cluster
Environment.

Configuring the Altaro Agent upon a Node

At any point you may choose to confugure an Altaro Agent upon a specific node. Configuration options
include:

- Update / install / uninstall the Altaro Agent upon that node.
- Switch a node from a Master Controller to background agent.
- License the Altaro Agent upon that node.

To access the conifguration panel simply use the Dashboard Cluster Tab and click on "Click here to
configure..." besides the required Node.

Tab 1. Configure Agent

Three buttons are present at the bottom of the tab page:

- Install Agent: installs the Altaro Agent on the Node and configures it correctly.

- Configure Agent: switches a node from a Master Controller to background agent Node.

- Uninstall Agent: remowes the Altaro Agent from the Node.

- Update Agent: Updates the Altaro Agent on the Node to the current Master Controller Version.
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Configure &gent | Licensing ] Fromote Agent to Master

Altaro Agent verzion on zelected Mode:  4.0.72.0

Inztall Agent Uninztall Agent Ipdate Adgent

Tab 2: Licensing

This tab allows you to push a license key to the selected Node. Just click on the [Enter / View License
Key] button and the following Window will appear which facilitates the licensing of each Node in the cluster.
Simply use the checkboxes in the list to identify which Nodes you would like to license. The number of
Nodes allowed is dependent on the number of activations allowed by the License Key.
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)] Altaro Hyper-V Backup License Keys -

HYPER-\/ Backup ~ LTARO

Pleaze enter a License Key in the box below

Each licensze key activation iz logged through a call bo our web Service. Mo personal information iz logged. |f you do not have
an internet connection you can sl enter pour license key and the activation will be logged |ater.

License Selected Nodes

Tab 3: Promote Agent to Master

This tab simply provides instructions on how to promote the selected Agent as a Master Controller. Click
here for instructions on how to do this.
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Configure Backup Agent on Node .

Configure Agent Licensing Fromote Agent to Master

All backups are managed, configured and scheduled by the Master Controller Mode,  For backups to take place then the
Master Controller Mode must be available. You can promote any Cluster node to the Master Controller Mode at any time.
There can only be one Master Controller Mode active on a Cluster st any time.

To promote the selected Agent as the Master Controller please followy these steps:
Upon the current Cluster Node:

1. Exit the Altaro Management Console on this Mode.

Login to the Cluster Hode that you wish to give control to;

1. Open the Altaro Agent Console. Start Menu = Altaro = Altaro Hyper-Y Backup.
2. %ou will be presented with the Altaro Agent Console.

3. Click the [Promote Agert a2 Master Contraller] button.

“ou will nowe be able to configure Altaro Hyper- Backup from the new Waster Contraoller Mode.
If wou are backing up to a local USB drive then please connect the USB drive to the nessy Master Controller Mode,

Cloge

Other considerations when using Altaro Agents

Altaro Agent User Interface

Promoting an Altaro Agent as the Master Controller

Altaro Agent User Interface

As discussed earlier in this section the Management Console can only be accessed from the Master
Controller Node. Attempting to launch the Management Console from other nodes will only launch a simple
Status Console as shown below.

To launch the Agent Console please use one of the following methods:

Clicking on the Altaro Hyper-V Backup item within the "Start Menu > All Programs > Altaro" group.
Launching "Altaro Hyper-V Backup.exe" application from the install location. By default this is "C:
\Program Files\Altaro\Altaro Hyper-V Backup".

Enter the command STARTALTARO into a command prompt window. This may not work immediately

after first install until you log out and in to the Sener due to the Environment Variables not being
refreshed.
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HYPER-V Backup

this Mode.

Backup Management Console from there,

] Altaro Hyper-V Backup - Background Agent Mode -

This node is configured to run as a Background Backup Agent

This agent runs in the background and accepts Backup § Restore requests from the Master Controller for any GuestVMs running on

To configure Altaro Hyper-Y Backup log in to the node where yvou installed the Altaro Master Controller and start the Altaro Hyper-'

~ LTARO

[}
—

1. Bvaluation Mode: 30 days left

Refresh Mow

& Agent Service is running

" SRVY1is running as Master

Reftesh Mow

| Enter Licensze Key. .. |

| Check for Software Updates |

| ser Guide |

Promaote Agent as Master Cantroller

Wwihat iz a Master Controller Mode?

Close Window

40720

This console mainly provides status information but allows for the following:

- Entering a License Key.

- Checking for Sofware Updates.

- Accessing the User Guide.

- Stopping / Starting the Agent Windows Senice.

- Promoting the Agent as the new Master Controller.

Promoting an Altaro Agent as the Master Controller

Please Note: Before reading this article it is important to understand the difference between a Master
Controller Node and a Background Altaro Agent. Click here to read more on this topic.

If you wish to promote a node to the Master Controller you must open the Agent Console using one of the

following methods:

Clicking on the Altaro Hyper-V Backup item within the "Start Menu > All Programs > Altaro" group.
Launching "Altaro Hyper-V Backup.exe" application from the install location. By default this is "C:
\Program Files\Altaro\Altaro Hyper-V Backup".
Enter the command STARTALTARO into a command prompt window. This may not work immediately
after first install until you log out and in to the Senver due to the Environment Variables not being

refreshed.

Once launched you will see the following screen:
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] Altaro Hyper-V Backup - Background Agent Mode -

HYPER-V 5ackup ~ LTARO

This node is configured to run as a Background Backup Agent

This agent runs in the background and accepts Backup § Restore requests from the Master Controller for any GuestVMs running on
this Mode.

To configure Altaro Hyper-Y Backup log in to the node where yvou installed the Altaro Master Controller and start the Altaro Hyper-'
Backup Management Console from there,

Bn Ba
B' Agent Service is running B' WIN-IAHRUDF3FJA is running as Master

w Licensed for Unlimited Hyper-V Guest VMs

Refresh Mow Reftesh Mow

| i Leeree e | Prarnote Agent as Master Contraller
| Wwihat iz a Master Controller Mode?

| Check for Software Updates

| User Guide | Close Window

35340

1. Click on "Promote Agent as Master Controller" to begin. The first screen that will appear is simply an
information screen explaining what a Master Controller node does. Promoting an agent will demote the
previous Master Controller.
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O] Altaro Hyper-V Backup Promote this Agent as Master Controller \;li-

HYPER-\ 5ackup

This Wizard will allow you to promote this agent as the Master Confraller...

Promote this Node as the Master Controller

Each cluster must be configured to have one Master Controller Node

The Master Controller node configures and contraols all Attaro Agents on the Cluster.
The Management Console can only run on the Master:

- Select which Whs to backup across Cluster
- Select ! Manage Backup Drive'r'in- Configure Backup Schedules
- Initiste Manual Backup f Restore operations

{Note: The current Master Controller node will switch to an Altaro Background Agent)

Back HNext Cancel

2. The next step is to select the backup folder currently being backed up to by the old Master Controller.

- Only backup folders of the same Cluster will be displayed.

- You may choose to attach to a UNC Path.

- You may choose to connect the backup drive directly to the new node.

- If you do not find the backup folder, click on "Specify a subfolder..." to choose the parent folder of the
AltaroHyperVBackup folder which contains the backup files.

- You can check the "Last Backup Time" to ensure that you are attaching to the correct folder.

3. Confirm that you would like to promote the agent as Master Controller. Once again please note that the
previous Master Controller will be demoted to a background Altaro Agent. If the old Master Controller node
is currently offline / unavailable then it will be demoted the next time it starts or connects to the backup
drive.

4. The operation will begin and a progress bar will show the current action. This may take a few minutes.

Promoting agent as Master Controller, ..
"" Demoting Master Controller Node HYM3-1 to & background backup agent. ..

s
| .

5. Once the promotion is completed the progress bar will be replaced by a message. It can either be
successful as displayed in the example below or an error could be listed. In the case of an error please
refer to the error message, resolwe the issue and try again.
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An example of an error is that the current Master Controller node is currently busy taking a backup - in that
case promotion of other nodes is not allowed.

6. Finally if the promotion was successful the the Managment Console will be launched. It is possible that
the Management Console will not start automatically. If not please launch it manually from the Start Menu.

The Management Console will be loaded |

C8  Alkaro Hyper-v Backup will now restart and launch the
I Management Consale, Should it Fail to launch please launch the
= Management Console fram the Skark Menu,

Firewall Rules / Communication between Nodes

It is important to note that Altaro Hyper-V Backup performs the following IPC and TCP communication:

IPC Ports are used for communication within the same Node between the Management Console and the
"Altaro Hyper-V Backup" Windows Senvce.

Below is a list of the default TCP ports used by our software and their purpose. All these ports must be
allowed.

TCP Ports  Description

35100 Communication with the Remote Management Console

35101 - Communication with the Altaro Backup Sener

35105

24251 - Communication between agents on the same cluster

24252

24253 Communication from the Remote Management Console to Agent

To facilitate this communication the Altaro Hyper-V Backup Windows Installer create the Windows Firewall
rules below which allow communication between the following processes:

- Altaro Hyper-V Backup.exe
- Altaro.HyperV.SeniceEngine.exe

# Windows Firewall with Advanced Security

File  Action WYiew Help
LA IEN 7|

W Windows Firewall with Advanced 5 BT Lot

Pl inbound Rules

3 Cuthound Rules Mame “ | Profile Enabled Action Override Program
By Connection Securlty Rules / Altara Hyper-¥ Backup Console {domain) Domain ~ Yes Allow Mo Ci\Program FilesiAltarotlaltaro Hyper-Y Backuplaltaro Hyper-¥ Backup.exe
B Monitoring '@'Altaro Hyper-¥ Backup Consale {private) Private Yes Allow Mo Ci\Program FilesiAltaroaltaro Hyper-Y BackuplAltaro Hyper-¥ Backup.exe
{J'Altarn Hyper-¥ Backup Service (domain) Domain ~ Yes Allows Mo C:\Program Filesi Altarolaltaro Hyper-Y BackuplAltaro HyperV . ServiceEngine. exe
{_"Altarn Hyper-¥ Backup Service (private) Private Yes Allows Mo C:\Program Filesi Altarolaltaro Hyper-Y BackuplAltaro HyperV . ServiceEngine. exe

Understanding Altaro Hyper-V Backup

The Altaro Hyper-V Backup program is made up of four main components:



The Altaro Hyper-V Backup Management Console

- User interface for users to interact with Altaro Hyper-V Backup.

- Read more here.

The Altaro Hyper-V Backup Service

-aWindows Service that runs in the background and is responsible for backup, restore and
backup retention operations.

- Read more here.

The Altaro Hyper-V Backup Service Controller Console

- User interface for users to stop and start the service and to discard and restart their backup
plan.

- Read more here.

The Altaro Hyper-V Backup Error Reporter

- User interface for users to build an error report which automatically collects all necessary
logs and configuration files. The user can then send the error report by email.

- Read more here.

In this section a brief overview of each component will be given. The overview will focus on the user
interface layout of each one. More details of their features will be given in upcoming sections.

Management Console Workspace

To learn how to access the Management Console please read this tutorial.
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O] Altaro Hyper-V Backup [Hyper-V Host: LOCALHOST] == -
HYPER-V Backup
TOOLS  HELP
() Dashboard
Backup Drive Status Total Backup Size J Day | AllHyper- Guests » Towml Backup Size f Day =
%1 Configure 4.04GB
Back
Select Hyper' GuestWis aT]IECI,IS 40268 (53 o
Caompression f Encryption Other . A ~
44.42GB 4681
Backup Location
39868
Offsite Copy Location 5]
3.9668
Backup Schedules
L Free Space:  / 3 94684 @
Backup Retention Policy 20248GB
. 39268
potnestons 06 Jun 07 Jun 08 Jun 08 Jun 10 Jun 11 Jun
Manual Backup
Aftarn 1« Today st 01:00: Backed up 177 78 MB (compressed to 37 67 MB) for 2 files. (2 minutes)
g Offsite Copy & Seed Aftarn 1 o Yesterday st 01:00 Backed up 189 65 MB (compressed to 40,31 MB) for 2 files (2 minutes)
Aftaro 1 09 June 2013 at 01:00; Backed up 210.4 MB (compressed to 38.54 MB) for 2 files. (2 minutes)
\5 Restore ¥is Allaro 1 o 08 June 2013 at 01.00; Backed up 209,65 MB (compressed to 37.81 MB) for 2 files. (2 minutes)
AVAILABLE Altaro 1« OF June 2013 at 01:00: Backed up 136,65 MB (compressed to 20,84 MB) for 2 files. (2 minutes)
|i.=9| Granular Restore OFFSITE Shtarn 1 o 06 June 2013 at 17:18: Backed up 24 53 MB (compressed to 3.67 MB) for 2 files, (2 minutes)
COPIES Starn 1 o 06 June 2013 at 16:41: First Backup: 9.85 GB (compressed to 3 53 GE) backed up. (3 minutes)
File Level Restare
Exchange em Lewel Restore
RESTORE
HISTORY
'5 Advanced Restore Options
Zandbox Restore
Boot from Backup Drive ERRORS
=
BE Management Tools
Altaro Backup Server
Central Management Consale
m Reports
Backup History
Restare History
’E Connected to Agent: LOCALHOST 40580

The Manager window has the following layout:

Top Banner: The top banner simply displays the product logo.
Top Status Bar: This bar is divided into two sections:

0 Section 1: The primary and secondary backup drive status is shown here. The primary
backup drive is also displayed as connected or disconnected.

0 Section 2: Here the last backup status is shown. If you have configured a secondary
backup drive then the time stamp of the last synchronization between backup drives is
shown too. Finally the number of pending changes for backup and the estimated time to
the next backup is shown.

Left Hand Side Menu: This menu allows users to Navigate to each section of the Management
Console. Upon clicking on a section it will be displayed in the main panel at the center of the
Manager screen.
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Configuration Manager

In Altaro Hyper-V Backup the user interface runs separately from the Backup Engine. The Backup Engine
is deployed as a Windows Senice and runs in the background. The Backup Engine Senice performs the
following operations:

Backup schedules

Backup operations

Restore operations

Scanning of backup folders for file changes

Synchronization of the primary and secondary backup drives
Sending of email backup reports and event log notifications

Backup retention operations of old versions.

Should the user require stopping or starting the backup engine the configuration manager should be used.
This application can be found within the Altaro Start Menu folder.

The interface of the configuration manager is made up of three tabs:
Start / Stop Backup Service: This tab contains three buttons.
0 Refresh: updates the status of the backup engine.

0 Stop: stops the windows senice from running. The senice will start again when Windows
is restarted.

0 Start: starts the windows senice.
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File

Start / Stop Backup Service Dizcard Current Backup Prafile l Management Conzale Remate Access

The Backup Service is:
Started

| Refresh Statuz

| Start Service

| Stop Service

Discard Current Backup Profile: This tab allows the user to discard the current backup profile

and start a new one. Once the old backup profile is discarded, Hyper-V Backup can be
reconfigured using the Management Console as described here.

File

Start / Stop Backup Service | Discard Current Backup Profile | Management Console Remate Access

n By discarding your cument backup profile a new one will be created allowing pou
to reconfigure your backup settings. The old backup files will remain stored on
waur backup drive to allow you to restore them in the future.

| Dizcard Current Backup Profile
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Switch to secondary backup drive: This tab allows the user to switch to secondary backup drive
as described here.

Error Reporter

The Error Reporter can be found in the Start Menu > All Programs > Altaro program group. Or from within
the management console under Help >> Error reporter:

Altaro Hyper-V Backup [Hyper-V Host: LOCALHOST]

HYPER-V Backup

@ Dashboard Backup Vs SHE

Error Reporter
& confi
onfigure
X ’ @ osciun Seleced Enable Gohsdule || Disable Scheduls | | Selectall |[54  ContactSupport

Select Hyper-4/ Guest Whs User Guide

= Altarg 1 on 05V
Compression / Encryption O N o

Once opened simply enter the error details, check the disclaimer check box and press generate. Next
simply email the generated error report to Altaro.

0| Altaro Hyper-V Backup Error Reporter \;li-

H YPE R -y Backup troubleshooter

Step 1: Enter Details f Description {(Cptional)

Marme [Optional] || |

Email Address (Optional) | |

Degcription of Problem ~

b

Screenshots / Related Files File Name Add File. ..

(Bt Chick fo ramowa)
Step 2: Generate Error Report
| am aware that the ermar report may contain the names and pathz
U of the filez and folders that | have chozen for backup, (Generate Report
Step 3: Send Error Report by Email (supporti@attaro.com)

[Fleaze click on the "Generate Repart” button above.)
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Dashboard

You can view the dashboard by opening the Management Console. Read here for instructions on how to
do this.

- Charts & Statistics

- Backup History

- Restore History

- Errors since the last backup

- Cluster Status Tab

Backup Drive Status Total Backup Size { Day | Al Hyper-V Guests ~ Total Backup S/ Day =

4.04G8

Backup
4.02GB 4.02GE 4

-
/(J1he:r

{ 44.42G8 4681

3.950GE

396GE

394664

06 Jun 07 Jun 08 Jun 09 Jun 10 Jun 11 Jun

Sltarn 1 e Today at 01:00; Backed up 17778 MB (compressed to 37 57 MB) for 2 files. (2 minutes)

Altarn 1 e Yesterday st 01:00; Backed up 15965 MB (compressed to 40.31 ME) for 2 files. (2 minutes)
Altaro 1 & 08 June 2003 at 01:00; Backed up 210.4 MB (compressed to 33,54 B for 2 files. (2 minutes)
Altaro 1 e 08 June 2003 at 01:00; Backed up 209 65 MB (compressed to 37 81 MB) for 2 files. (2 minutes)
Aftaro 1 e 07 June 2013 at 01:00; Backed up 136 65 MB (compressed to 29.84 MB) for 2 files. (2 minutes)
Aftaro 1 e 06 June 2013 at 17:18; Backed up 24 53 MB {compressed to 3 67 MB) for 2 files. (2 minutes)
Aftaro 1 e 06 Jume 2013 at 16:41: First Backup: 9.85 GB (compressed to 3.93 GB) backed up. (9 minutes)

Charts & Statistics
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Backup Drive Status Total Backup Size f Day | AllHyper-V Guests » Total Backup Sie/ Day *
4.04G8
Backup
4.02GE 402G o 1]
[o] o]
Other e |
44.42GB 1ol
I 3980684
| ®
\ 3 96GE4
Free Space 3 9460 4
T 4 39468 =]
o ' 3.92G8 : . . . . r
05 Jun 07 Jun 08 Jun 09 Jun 10 Jun 11 Jun

The top half of the dashboard displays a number of charts and statistics. The following charts are available:

Backup Drive Status:
0 A pie chart displaying space used by your backup, other files and the remaining free space.

0 A pie chart displaying percentage of space allocated to each backup folder selected. Click
on [Show backup Size/VM] to toggle this chart.

Backup Trends: By default the graph displays the trend for all VMs, but a drop down list is
available to view the trend for each VM separately.

0 A line chart displaying the total backup size / day.
0 A bar graph displaying the average backup duration / day.
0 A bar graph displaying the total data transferred / day.

0 A line chart displaying the total number of backups / day.

List of Latest Backups

In the bottom half of the Dashboard you will find a tab control with four reports.

Aftaro 1 e Today at 01:00; Backed up 177 .78 MB (compressed to 3767 MB) for 2 files. (2 minutes)
Sltarn 1 o Yesterday at 01:00 Backed up 155 63 MB (compressed to 40,31 MB) far 2 files . (2 minutes)
Altaro 1 e 09 June 2013 at 01:00; Backed up 210.4 MEB (comprezsed to 38.54 ME) for 2 fies. (2 minutes)
Altaro 1 e 08 Jure 2013 at 01:00; Backed up 209,65 MB (compressed to 37.81 ME) for 2 files. (2 minutes)
AyAILABLE Aftaro 1 e OF Jure 2013 at 01:00; Backed up 136 65 MB (compres=ed to 29.84 M) for 2 files. (2 minutes)
QOFFSITE Aftaro 1 e 06 June 2013 at 17:18; Backed up 24 .53 MB (comprez=ed to 3 67 MB) for 2 files. (2 minutes)
COPIES £laro 1 o 0B Jure 2013 at 16:41; First Backup: 9.85 GB (compressed to 3.93 GB) backed up. (3 minutes)
RESTORE
HISTORY
ERRORE
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The first tab displays a list of the latest backups. The following information is displayed:
The VM name that was backed up.
Date and time of the backup.

The backup status indicating whether the backup succeeded, succeeded with skipped files, or
failed.

The number of files backed up.
The total size of the data that was backed up.

The duration of the Backup.

View List of Skipped Files

Double-clicking on a backup which has a warning icon or error icon will bring up alist of files that
were skipped during that backup. A reason why the file was skipped is also given.

View List of Backed up Files

Double-clicking on a successful backup will bring up alist of files that were backed up during that
backup. Information on whether the file was created, changed, renamed or deleted is also given.

Alternatively you may right-click on a backup to bring up a context menu with all options.

View a Report of all older backups

This list will only display the most recent backups. At the bottom of the list you will find a link to
view the complete backup history report.

List of Latest Offsite Copies

In the bottom half of the Dashboard you will find a tab control with four reports.
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Aftaro 1 «® 06 June 2013 at 17:09; Copied 3.93 GB for 2 files. (6 minutes)

LATEST
BACKLPS

COPIES

RESTORE
HISTORY

ERRORS

The second tab displays a list of the latest Offsite Copies. The following information is displayed:
Date and time of the backup.

The backup status indicating whether the backup succeeded, succeeded with skipped files, or
failed.

List of Latest Restores

In the bottom half of the Dashboard you will find a tab control with four reports.

The third tab displays a list of the latest restore operations. The following information is displayed:
The VM name that was restored.
Date and time of the restore operation.
The restore status indicating whether the restore operation succeeded or failed.

The duration of the restore operation..

View a Report of all older restore operations

This list will only display the most recent restore operations. At the bottom of the list you will find a
link to view the complete restore history report.

List of Errors since Last Backup

The fourth tab displays a list of any errors that have occurred since the last successful backup. The
following information is displayed:

Date and time of the error.
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A description of the error.

The error code.

This list will be cleared once the VM causing the error is backed up successfully.

Cluster Node Status Tab

Click here to read more about the Dashboard Cluster Node Tab.

Backup

Access to the Backup section of the Management Console can be achieved as follows:

This can be achieved by following these steps:
1. Open the Management Console as described here.

2. Navigate to the "Manual Backup" menu item at the left hand side of the screen.

ED Dashboard

0{' Configure

Select Hyper-'y Guest uwhis
Campressian f Encryption
Backup Lacation

Offsite Copy Location
Backup Schedules
Backup Retention Policy

Matifications

M anual Backup

g Oitsite Copy & Seed
J Restore Vs

-=& Granular Rastore
File Lewel Restore

Exchange [tem Level Restare
Backup Settings

Modifying Backup Settings for a VM is simple and can be achieved by navigating to the "Advanced Settings”
window of each Guest VM.
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This can be achieved by following these steps:
1. Open the Management Console as described here.

2. Navigate to the "Manual Backup" screen.

@ Dashboard

% Configure
Select Hyper-% Guest Whds

Campressian f Encryption
Backup Lacation

Offsite Copy Location
Backup Schedules

Backup Retention Policy

Motifications

MManual Backup

e Oifsite Copy & Seed
J Restore Yis

|:.-9| Granular Restore
File Lewel Restore

Exchange tem Level Restare

3. You will be presented with the following screen. Please note the "Spanner and Wrench" icons to
the right hand side of each VM.

Backup Whs
6 Backup Selected Enable Schedule || Dizable Schedule | | Select Al || Select Mone |
= Altaro 1 on €51 &
ml | X
Backup daily at 01:00 o Last hackup Today &t 01:00  Rext backup in Thrs 31m Settings
= Altaro 2 on €51 &
ml | X
The 1=t of every Month st 00:00 1. Mo Backups Taken  Mext backupin 19 days Settings
o Altaro 3 on C5W1 %
UR .
The 1=t of ewvery Month st 00:00 1. Mo Backups Taken  Mext backupin 19 days Settings
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4, Clicking on a "Spanner and Wrench" icon will display the "Advanced Settings" window for the VM in
question.

Hyper-V Guest VM Backup Settings .

Settings for  Altaro 1

ReverseDelta | 150 Settings | Advanced | Backup Times / Frequency | Backup Retention

n K.eep a full copy of backed up YHD s every |45

-~ .
@ WETEIONSE.

|Jzing ReverseDelta technology, multiple backup versions will require less space
on vour backup dive az it only saves the changes between each version of a
changed file.

With ReverselDelta the latest verzion of a file iz always made available in itz
entirety and not as a delta file.

The main advantage iz that when restonng recent Y versions, less delta files
need to be rebuilt and therefore less CPU cycles are required.  Thiz tranglates
into wery fazt restare operations when restaring the more recent versionz, This
iz important gince typically the most recent backups are likely to be restored.

5. From the advanced settings Window you can do the following:

- Choose how often to take a full copy backup version of the VM. This can be accessed from the
ReverseDelta tab

- Choose whether to backup ISO files which are attached to the VM. Click here fore more details.

- Choose whether to enable Live Backups for Non-VSS Aware Guests (Crash-Consistent Backups).
Click here fore more details.

Backing up Hyper-V Guest VMs

Scheduled Backups

Manual Backups

VM Live Backups
Reguirements for Live Backup

ISO Backups
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Scheduled Backups

To configure automatic scheduled backups please setup schedule groups as explained here.

Manual Backups

To take a manual backup first navigate to the Manual Backup screen as explained here.

You will now be presented by this screen:

Backup Whis
Enable Schedule || Dizable Scheduls | | Select &l || Select Mone |
m i Altaro 1 .on 5 - 0{1
Backup daily &t 01:00  «#* Last backup Today at 01:00  Mesxt backug in 11hrs 43m Settings
0 i Sltarn 2 on OS54 . 0{!
The 1=t of every Month st 00:00 1. Mo Backups Taken  Mext backup in 18 days Settings
0 i Altaro 3 on C51 _ 0{1
The 1=t of every Month st 00:00 1. Ko Backups Taken  Rext backup in 18 days Settings
1. Select the VMs which you wish to backup now using the checkboxes to the left.
2. Click on the Backup Selected button at the top of the panel and the selected VMs will be backed
up.
3. You will know that a backup is taking place because the progress bar at the top right of the

Management Console will be active.

O] Altaro Hyper-V Backup [Hyper-V Host: LOCALHOST] \Lli-

HYPER-\/ Backup

TOOLS  HELP

VM Live Backups

Before a backup is started, Altaro Hyper-V Backup creates a Volume Shadow Copy on the host machine.
During this stage, Altaro Hyper-V Backup integrates with the Microsoft Hyper-V VSS writer in order to
specify to the latter which virtual machines are about to be backed up.

In many cases, instead of saving the child VM while the shadow copy is being prepared, Hyper-V may use
the VSS inside the child VM. This is called “cascading” the shadow copy or performing a "Child VM
Snapshot".

The advantage of this method is that VSS aware applications running within the child VM, such as
databases etc., may also flush their data to the VHD into a consistent state before the backup is taken, and
this may be done without stopping the child VM or any of its running senvices.

For this method to be supported, all of the following conditions must be met:

Backup (wlume snapshot) Integration Senice is installed and running in the child VM. The senice
name is "Hyper-V Volume Shadow Copy Requestor".
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Windows 2000: Backup Integration Service is not supported.
The child VM must be in the running state.

The Snapshot File Location for the VM is set to be the same wlume in the host operating system
as the VHD files for the VM.

All wolumes in the child VM are basic disks and there are no dynamic disks.

All disks in the child VM must use a file system that supports snapshots (for example, NTFS).

The following screenshot shows the settings of a VM within the Hyper-V management window. For child VM
snapshots to be enabled, the Integration senices option “Backup (volume snapshot)” must be enabled:

nﬁcttinus [ [ x|
|Fire DRI -TestSnep (os-0a-2011 210t =] 4 B G§
& Mardware < Integration Services
"Ll Add Hardware N
oS Sedack the services that you want Hyper-V to offer bo this virtusl machine. To we the

services you seleck, you must install them in the guest operating system and they must
b supporbed by the guest operating system.

- __Y Examphas of services that might not be avalable on the guest operating system incdude
B - . Voluree Shadow Cogry Services and operating system shutdown.
:m:_. B T 3ervices
= Bl IDE Controler 0 W Operating sysbem shubdown
w Time synchronization
o H*d I;?m-e y » Data Exchange
- | Hearthest
Bl I0E Controfler 1 - ey 7]

4 DVD Drive

B 5C51 Controber
5 Mebwork Adapber

5 CoM i1
I Comz

b cesketee Drive

% Management

Requirements for Live Backups

Backup (wolume snapshot) Integration Senvce is installed and running in the child VM. The senice
name is "Hyper-V Volume Shadow Copy Requestor".
Windows 2000: Backup Integration Service is not supported.
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The child VM must be in the running state.

The Snapshot File Location for the VM is set to be the same wlume in the host operating system
as the VHD files for the VM.

All wolumes in the child VM are basic disks and there are no dynamic disks.

All disks in the child VM must use a file system that supports snapshots (for example, NTFS).

Live Backups for non-VSS aware VMs

Some VMs may not have the option to cascade a Shadow Copy from the host in order to render any data
transactionally consistent on the VHDs for that VM.

The reasons for this may be due to the fact that the OS does not support VSS shadow copies, for example
Windows XP (pre-SP2), Windows 2000 or Linux VMs.

If these VMs are running at the time of a backup, the standard behavior of the Microsoft Hyper-V VSS Writer
in this case is to save the VMs while the Shadow Copy is being taken on the host, and then restore the
VMs to the running state once the Shadow Copy on the host is completed.

This ensures that the data on the VHDs for these VMs is in a consistent state during the backup.

Although this process rarely takes longer than a few seconds, this may not necessarily be the desired
effect, since saving the VMs implies that the VMs will be taken offline for a specific time interval.

You may bypass this standard behavior by selecting a checkbox as follows:

1) Click on the “Manual Backup” option in the main panel to the left of the Management Console
window.

2) Click on the Settings icon for the VM or VMs in question.

3) Click on the Advanced tab in the window that appears.

4) Click on “Additional Settings for Non-VSS Aware VMs” button.
5) Select the “Enable Hot Backups” checkbox.

6) Click OK.
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O] Altaro Hyper-V Backup [Hyper-V Host: LOCALHOST]

HYPER-V Backup

TOOLS  HELP
@ Dashboard Backup Vs
‘;{" Configure Backup Selected
) SEERE Enable Schedule ” Disable Schedule | | Select &l ” Select Mone |
Select Hyper-\ Guest WMs
= Altaro 1 on C3W1 4
Compression f Encryption . 2 ‘\
Backup daily at 01:00 & Last backup Today at 1320 Mext backup in 11hrs 33m Settings
Backup Location
! i =g
Offsite Copy Lacation 0O Hyper-V Guest VM Backup Settings Iz‘ D\
R Seftings
Backup Schedules Settings for  Altaro 1 =
" i &
Backup Retention Poligy O ReverseDelta | 150 Settingsl| Advanced | Backup Times / Frequency | Backup Retention 3
| Settings
Motifications 1 4

I
I| Additional Settings for Hon55 Aware Yhis... ‘ I

< Manual Backup

Offsite Copy & Seed
O] Advanced Setting for Non-VSS Aware VMs .

J Restore VIMs

l;_?| Granular Restora Warning: Please use this setting with caution
]

File Level Restore This option should only be ensbled i you can answer YES to all the statements below:
Exchange [tem Level Restore [1) Thiz iz a Mor¥5S Aware Guest WM such as Linux or an alder version of Windows,

A ) [2) This Guest ¥M does NOT run one of the following operating systerms:

D Advanced Restore Options windows 2012 Window 2008 Ri2. Windows 2008, Windows 2003, indows 7. Windows Vista
o Windows =P SP2.

Sandbox Restore

[3)*"'ou need thiz WM to be running &l the time and cannot spare a few minutes of

Boot fram Backup Drive downtime while the backup is being taken

- [4) rou understand that if you restore this WM fram a backup that waz takeen with this
HE Management Tools option enabled you wil be restoring a %M that was backup up as if the power cord was
yanked out and then & backup was taken [while still off). The restored WM would probably

Altaro Backup Server 5 Tequire some type of maintenance and includes a possibility of some type of corruption.

T (AR T3 E\able Hot Backups for this Monw55 Aware Gueﬁsl M [recommended: OFF]

m Reports
Backup History

Restore History

Note: Enabling this setting may lead to inconsistent data on the backup drive, so please read the
warning carefully and make sure all the criteria are met before enabling this setting. Itis
recommended to leave this setting switched off unless you are sure of the implications of
enabling this option. If in doubt, please do not hesitate to contact support@altaro.com

ISO Backups

Altaro Hyper-V Backup offers the possibility to back up any ISO files that are attached to any child
VMs as CD or DVD image files. These many times are installation media, and do not need to be
backed up (this is the default setting).

However, the image files could potentially contain data that should be backed up, and the “ISO
Settings” tab in the VM settings offers this functionality, as shown in the following image:
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Hyper-V Guest VM Backup Settings .
Settings for  Altaro 1

ReverzeDelta | 150 Setiings | Advanced | Backup Times / Frequency | Backup Retention

() Do not backup any 150 files connected ta this Huper Guest WM CDADVD Vitual Drive [Fecommended)

(® {Backup any 150 files connected to this Hyper® Guest Vi CO/OVE Witoal Tnve’

F30) fex affached fo fs 1 cowd be DD or offer discs Fupicall frese confan irstalakor fies for
fime aperafimg gesfem  Sledse nofe faf frese can imcradse fe sFe of ouwr backun samicanti:

Important:

There may be cases when an 150 iz referenced in the Yirtual CO/DWD Drive Guest Wk settings but
the actual 150 file dogs not exist on dizk. Please chooge how you would like to handle such cazes:

(® Backup Guest WM anyway but report an error,

() Fail the backup if the actual 150 file is not found,

Save Changes | | Cancel

Clicking the second radio button option will cause ISO files to be included in the backup. If a machine
was backed up with this setting enabled, and is then restored, the ISO file is also restored along with
the VM. In the case of a “Restore Overwrite”, the VM is not overwritten but a separate file is created

in case the ISO file is in use by any other VM.

This setting may be enabled and disabled at will. If a previous version of aVMis restored from a
backup time when this setting was enabled, then the ISO files are restored, even if the setting may
have been disabled for subsequent backups.

An extra setting at the bottom of the window enables you to specify if the backups should continue
or fail if any ISO files referenced in the configuration are not found. In both cases, a notification
email is sent to warn about the missing file.

Microsoft VSS (Shadow Copy)

The Microsoft Volume Shadow Senice (VSS) is Microsoft technology that forms part of Windows Server
2008 R2. This component allows applications to access a "point in time" snapshot of a logical drive on the
host machine, including any VHD and related virtual machine files on that drive. This enables these files to
be accessed ewven if they are in use or locked. It also ensured that the VHD and related files are in a
consistent state and all data has been flushed to disk before they are accessed for backup purposes.
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Altaro Hyper-V Backup comes with its own VSS Requester and communicates with the Microsoft Volume
Shadow Copy Senvce in order to trigger off and release shadow copies on the host machine.

Important facts and FAQSs:

The Volume Shadow Copy senice is a part of the Windows operating system and any malfunctions in this
component are outside of the control of Altaro Hyper-V Backup, which acts only as a shadow copy
"requester" and does not possess any shadow copy functionality per se.

Shadow copies are done on a Volume basis, and cannot be done on a particular folder set only.
A shadow copy operation does not result in all the data on a wolume being copied ower to a shadow copy,
but rather a point in time is set and any changes (writes) to the wlume contents from that point on are kept

in a "changes" area. In that way a shadow copy can be completed in a matter of seconds.

The shadow copy requested by Altaro Hyper-V backup is non-persistent and is disposed after a particular
backup operation completes.

The owerall process may be visualized in the following diagram, which is a considerably simplified version of
what actually happens, but offers a good birds-eye view:

V55 Writers
(SOL Writer,
Exchange etc...)

Altaro Hyper-V Backup first requests a list of VSS writers from the VSS senice and then requests that all
the writers affected start preparing for the shadow copy by making their data consistent on the disk. Once
this is done, the VSS communicates with the VSS provider which actually executes the point in time
snapshot. The VSS senice then informs Altaro Hyper-V Backup about the details of the newly created
shadow copy.

After the backup completes, Altaro Hyper-V Backup instructs the VSS senice to release the shadow copy.

MS Hyper-V VSS Writer

One of the writers on a 2008 R2 (and upward) system is called the Hyper-V VSS Writer, and this writer
manages the shadow Copy of all files related to the virtual machines running on the host machine, such as
the VHD files. When Altaro Hyper-V Backup triggers off a shadow copy (just before a backup starts), it
integrates with the Hyper-V VSS writer and passes on information to this writer about which virtual machines
are about to be backed up.

In turn, Hyper-V uses one of two mechanisms to prepare each VM for backup. The default backup
mechanism is called the "Sawed State" method, where the VM is put into a saved state during the
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processing of the shadow copy, snapshots are taken of the appropriate volumes, and the VM is returned to
the previous state after the shadow copy.

The other backup mechanism is called the "Child VM Snapshot" method, which will be discussed here.

ReverseDelta

RD 3 is now available with Altaro Hyper-V Backup version 4.0

Definition of Reverse Delta

Rewerse Delta 3 offers two advantages:

1. It is a space-saving technology developed by Altaro Software that enables Altaro Hyper-V Backup to keep
only the changes between each version of a changed VHD (or VHDX) file and another, rather than storing the
version of a file as a whole file every time it is changed.

This means that keeping multiple backup versions will require less space on your backup drive. In other
terms, chunks of a VHD file that are unchanged from one version of that file to the next are only stored once
on the backup disk. This is called data deduplication.

2. It also enables Altaro Hyper-V Backup to transfer only the changed blocks in a VHD file when there is
already a full backup available on the backup location, making incremental backups much faster than the
first backup. Notwithstanding this, the latest version of a VHD file is always stored as a full file on the
backup location.

What distinguishes Reverse Delta from other deduplication technologies?

The main concern about delta files is usually that in the event of heaw data loss, the version of a file you are
most likely to need is the latest one. Many users are apprehensiwe if this version may need to be rebuilt
from an older version and one or more delta files. With Rewverse Delta, the latest version of a file is always
made available in its entirety and not as a delta file.

This means that if you require the latest version of a file, it is possible to access it directly from your backup
drive without having to rebuild the file from delta files. The delta files are only used if you want to build a
previous ersion of the file, building one delta file at a time for each version as you travel back in time in the
reverse direction.

Periodically keeping full versions of the files

In the Advanced Settings window in Altaro Hyper-V Backup, there is an option to keep a full copy of a file
ewery Xwersions as shown in the screenshot below:



Hyper-V Guest VM Backup Settings .
Settings for  Altaro 1

ReverseDelta | (S0 Settings | Advanced | Backup Times / Frequency | Backup Retention

i ] K.eep a full copy of backed up WHDz every |45 YErZions.

"y
L
IJzing ReverseDelta technology, multiple backup versions will require less space

on your backup drive ag it only zaves the changes between each verzion of a
changed file.

With ReverzeDelta the latest verzion of a file iz alwapz made available in its
entirety and not as a delta file.

The main advantage is that when restoring recent Wk versions, less delta files
need to be rebuilt and therefare less CPU cycles are required.  This ranzlates
into wery fast restore operations when restoring the more recent versionz. This
iz important since tepically the most recent backups are likely to be restored.

Save Changes | | Cancel

Let's say we hawe a large file, say a 100GB VHD file, which is constantly changing and needs to be backed
up ewvery hour. The first backup is for example at 9:00am. When you back up that file the first time, it is
simply copied ower to the destination.

At 10:00am, it is copied over again, and at 11:00pm again and so on.

Without Rewverse Delta, at this point we have 3 full versions on the backup drive: 9:00am, 10:00am, and
11:00am. That would mean 300GB are required on the backup drive in three hours, which is rather
excessive.

Altaro Hyper-V Backup however creates delta files of the older files (9:00am and 10:00am) so that our latest
file (11:00am) is available as a full file. The delta file is usually much smaller than the full file, and will
typically be less than 10% of the size original file.

Number of delta files to keep by example:

If we choose "keep full file every 30 versions”, this means that every 30 backups, the delta file is not taken,
so that you never have more than 30 delta files to rebuild if you need to restore a file.

Let's say you set this setting to "5". The picture would look like this:



Full file 10:00pm (Latest, 100GB)
delta 9:00pm

delta 8:00pm

delta 7:00pm

delta 6:00pm

Full file 5:00pm (100GB)
delta 4:00pm

delta 3:00pm

delta 2:00pm

delta 1:00pm

Full file 12:00pm (100GB)

etc.. etc.

If you need to restore the 2:00pm file, then Altaro Hyper-V Backup starts from the 5pm full file, adds on the
4:00pm delta, 3:00 pm delta and finally, the 2:00pm delta. These steps take some time, so this setting
ensures that you are never too far away from a full file. This of course happens in the background and is
totally abstracted from the user.

With Version 3.0 of Altaro Hyper-V Backup, the recommended value for this setting is around 30.

Visual representation of the Reverse Delta process:

The following image shows the way the process works in 5 steps. Step 6 shows a restoration procedure.



First Backup:

The source VHD file
is copied to the backup
for the first time.

Second Backup:

On the next backup,

the new VHD on the
source is scanned and
compared to a fingerprint
from the previous backup,
so any changes are
identified.

The affected areas are

first moved out from the
previous version to a delta
file on the backup, so as to
preserve any data unique to
the previous version.

The affected areas, or

new data is transferred to
the backup in order to update
the latest full backup to the
newest version.

Third Backup
onwards:

The process is repeated
on each backup, always
keeping the latest version
as a full file, and smaller
delta files representing
data from older versions.

In this way, the oldest delta
file can always be deleted
to create more space
without affecting the newer
versions in any way.

Restores:

Altaro Hyper-V Backup V4 - User Manual

Source Backup

Version 1 > Version 1

Version 2

Version 2 Version 1 Delta
Version 1 (Instructions and data to rebul
Version 1 from Version 2)

—

Only changed bytes

are transferred Version 1

Version 2 — transformed
— to Version 2

Version 1 Delta

Latest
Version Version 2 Delta Version 1 Delta

Latest

version Version 3 Delta Version 2 Delta Version 1 Delta

Older versions are restored by first restoring the latest VHD, then applying the previous delta over that in order to
rebuild the previous version, then applying the delta before that and so on, always going one version further back in

time.

NOTE:

A full version of the file is usually

left on the backup drive every N

versions (5 in this example).
In this way, dependency chains

are kept short, avoiding lengthy
restore procedures. This feature can 4

be disabled if the backup space

available is limited, or retention periods

are relatively short.
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Display of Backup Progress with Reverse Delta

With Rewerse Delta Version 2 (available in Altaro Hyper-V Backup version 3.0), the progress bar during a
backup now shows further details about the current activity.

The main progress bar will show the current progress of the backup as in previous versions of Altaro Hyper-V
Backup. Howeer, when the software is creating a delta file, the main progress bar is paused, and the
current “fine grain” progress showing the deduplication (or delta file creation).

Once the deduplication progress is complete, the next file is started and the main progress bar will resume.

This is shown in the image below:

Overall progress

HYPER-V 5ackup

Current task
progress

Current task
details

Backup Retention

Backup Retention can be configured from the new Retention Policy settings screen as explained here.

Once within the the VM Backup Settings screen select the "Backup Retention" tab and you can choose to
limit which old versions to keep by version age. Don't forget to set a backup retention schedule otherwise it
will not run.

You can learn more on how backup retention works here.

You can also learn on how to manually delete old versions here.

Cluster Support

Altaro Hyper-V Backup supports backing up virtual machines that are running on a failover cluster
node, both if they are using cluster shared volumes (CSVs) or not.
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Cluster Shared Volumes

Cluster Shared Volumes or CSVs are shared storage devices, usually on SANs and similar hardware,
which are accessible from all nodes in a failover cluster. Altaro Hyper-V Backup supports backing up
VMs that have data stored on CSVs. This is done by indicating to the Shadow Copy component that a
backup of a VM on the failover cluster is about to begin. The node on which Altaro Hyper-V Backup is
installed temporarily takes ownership of the CSV and enables redirected I/0. This enables the node
to perform a shadow copy operation on the CSV. Once the backup is completed, redirected I/O is
once again disabled.

Read this chapter for details on how to configure Altaro Hyper-V Backup in a Cluster Environment.

Restore

Restoring Hyper-V Guest VMs

There are five options when it comes to restoring a Hyper-V Guest VM:

1. Restore Overwrite

The Hyper-V Guest VM backup will be restored back to its original location and will retain the same
name. If the original Hyper-V guest is still hosted by the Hyper-V server then it will be overwritten.

Read more here.

2. Restore as Clone

The Hyper-V Guest VM backup will be restored to a new location and will be given a new name.
The original Hyper-V guest will not be overwritten and you will end up with the cloned VM running
side by side with the original VM.

Read more here.

3. Restore to a different Hyper-V Server

A Hyper-V Guest VM backup which was taken by Hyper-V host A can be restored to Hyper-V host
B. The VM will be restored to a new location on the new host and will be given a new name.

Read more here.

4, Sandbox Restore

This feature allows you to perform test restores of your backed up Hyper-V Guest VMs.

Read more here.

5. File Level Restore

This feature allows you to restore individual files and folders from any Guest VM backup.
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Read more here.
Restore Overwrite

To Restore Overwrite a VM backup first navigate to the Restore VMs screen as below:

@ Dashbeard

Q{t Configure

Select Hyper-y Guest Whis
Campression / Encryption
Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Policy

Motifications

Manual Backup

2 Oftsite Copy & Seed

J Restore Vs

'='El' Granular Rastore
File Level Restore

Exchiange Item Level Restare

You will now be presented by this screen:

Restore Whis

D4+ Restore Source Selected:
Backup: EX & Offsite Copy: Server 19216810110 (35701)

J Restore Selected YMs 0 Reload Wi List

Altaro 1
] Restore the version which was backed up on: Wwednesday, 12 June 2013 at 133624

|Q Restore from a Different Backup

Altaro 2

[ Restare the verzion which was backed up on;

Altaro 3

[ Restare the version which was backed up on:

1 Select the VMs which you wish to restore now using the checkboxes to the left, and then click the
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Show Restore Options link in blue.

Altaro 1
Restore the version which was backed up on: ['Wednesday, 12 June 2013 at 13:36:24 W
Bz Alkaro

To [Onginal %M Location]
hide restore optionz

Feztore Wi to oniginal location [Festore Ovenarite)

Dizable netwark, card [recommended to avoid IP conflicts)

2. Here, choose the version you wish to restore from the drop down, then tick option to 'Restore VM
to original location' as abowe.

3. Click on the Restore Selected VMs button at the top of the panel to proceed. Then click OK at the
prompt to confirm your selection:

l h Sre wou sure you would like to restore the selected Hyper-W Guest Whis?

0]8 | | Cancel

4, You will know that a restore is taking place because the progress bar at the top right of the
Management Console will be active.

Altaro Hyper-V Backup [Hyper-V Host: LOCALHOST]

HYPER-V Backup

9. Finally you will be notified that the restore is completed by a popup dialog, email and ewvent log
notifications if they are enabled.
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)] Altaro Hyper-V Backup

HYPER-V Backup

« Altaro 1 has been restored successiulh

You can nowy viewy the restored Wi from the Hyper-y' Management Console.

If it does not appear simply restart the "irual Machine Management Service'.

ok,

Restore Clone

To Restore as Clone a VM backup first navigate to the Restore VMs screen as shown below:

@ Dashboard

% Configure

Select Hyper- GuestWMs
Campression f Encryption
Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Policy

Motifications

Manual Backup

&2 offsite Copy & Seed

J Festore Yis

s ‘aranular Restore
File Lewvel Restore

Exchiange [tem Level Restare

You will now be presented by this screen:
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Restore Whis

D4+ Restore Source Selected:
\ Backup: EX & Offsite Copy: Server 19216810110 (35701)

J Restore Selected YMs 0 Reload Wi List

Altaro 1
] Restore the version which was backed up on: Wwednesday, 12 June 2013 at 133624

|Q Restore from a Different Backup

Altaro 2

[ Restare the verzion which was backed up on;

Altaro 3

[ Restare the version which was backed up on:

1 Select the VMs which you wish to restore as clones using the checkboxes to the left.
2. You will now be presented with the Restore options as shown below:
Altaro 1
Restare the wersion which was backed up on: | Friday, 14 June 2013 at 09:53:42 W |

As |Alkara 1 [14-08-2013 09K53m42 Clane) |

To | | ]

ghow restore options

5. You can use the backup time combobox to choose to restore a previous version of the VM. You
will also be prompted to enter a new name for the Cloned VM as well as the restore location.

By default the network card of the new cloned VM will be disabled so as to prevent IP Conflicts.

You can choose not to disable the network card by first clicking the "show restore options"” link as
below, then unchecking the checkbox "Disabled Network Card".

Altara 1

Restare the wersion which was backed up on: | Friday, 14 June 2013 at 09:53:42 W |

As |Alkara 1 [14-08-2013 09K53m42 Clane) |

ghow restore options
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Altaro 1
Restore the verzion which waz backed up on: | Friday, 14 June 2013 at 09:53:42 W |

A5 |Alaro 1 [14-06-2013 D3K53m42 Clane) |

T|:|| ||:|

hide reztore options

[] Festare Wk ta aniginal location [Festare Ovenwrits]

[] Dizable network card [recommended to avoid 1P conflicts)

5. When ready, click on the Restore Selected VMs button to begin the restore operation.
6. You will be presented with a dialog to confirm the restore you have selected to start, to continue
press OK.

L Arewou sure you would like to restore the selected Hyper-W Guest Whs?

] Cancel

8. You will know that a restore is taking place because the progress bar at the top right of the
Management Console will be active.

1ofl ‘Altaral’

Filz 2 of 2 Restoring file... 244 ME F9.91 GE -
| —

TOOLS  HELP

9. Finally you will be notified that the restore is completed by a popup dialog, email and ewvent log
notifications if they are enabled.
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)] Altaro Hyper-V Backup

HYPER-V Backup

« Altaro 1 has been restored successiulh

You can nowy viewy the restored Wi from the Hyper-y' Management Console.

If it does not appear simply restart the "irual Machine Management Service'.

ok,

Restore to different Hyper-V server

To import a backup from another Hyper-V guest and restore it please proceed as follows:
1. Open the Management Console as described here.

2. Nawvigate to the Restore VMs screen as shown below:

@ Dashboard

% Configure

Select Hyper- GuestWMs
Campression f Encryption
Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Policy

Motifications

Manual Backup

&2 offsite Copy & Seed

J Festore Yis

s ‘aranular Restore
File Lewvel Restore

Exchiange [tem Level Restare

88/156



Altaro Hyper-V Backup V4 - User Manual

3. Click the "Restore from a different backup" button as shown below:

Eestore Whis

Q Restare frarm a Different Backup SIHI o el
\ Backup: E & Offsite Copy: Server 1921681071710 (35101

J Restore Selected VM= 'o Feload Wk List

Altaro 1
[ ] Restore the version which was backed up o | Friday, 14 June 2013 at 09:53:42 |

Altaro 2

[ ] Restore the version which was backed up on: | |

Altaro 3

[ ] Restore the version which was backed up on; | |

4, You will then be prompted to choose the backup location you wish to restore from:

Choose a Location where to Restore from:
‘*{ ® Restare from the configured Backup Location [ Offzite Copy Location
Backup: B & Oifsite Copy: Server 192.168.10.110 {(35101)

. ) Restare fram another local Folder | Drive | MAS Drive | Metwork Falder Share
Ho Drive Selected

| Choose Folder...

e ) Restare fram another Altaro Backup Server

Mo Server Selected

Chooze Server...

Choose the location and path to the backup folder you wish to restore from, then click OK.
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The VM list will update to show a list of VMs which have been backed up within the selected
backup folder.

5. Now tick the VM or VMs which you wish to restore to the current Host, choose the version of the
VM you wish to restore from the drop down box, and choose the path you wish to restore to.

Altaro 1
Restare the version which was backed up an: | Friday, 14 June 2013 at 09:53:42 W |

A3 |dlaro 1 [14-06-2013 09K53m42 Clone) |
Tao | | |:|

zhow restone options

By default the network card of the new cloned VM will be disabled so as to prevent IP Conflicts.
You can choose not to disable the network card by first clicking the "show restore options" link as
below, then unchecking the checkbox "Disabled Network Card".

Altaro 1
Restare the version which was backed up an: | Friday, 14 June 2013 at 09:53:42 W |

A3 |dlaro 1 [14-06-2013 09K53m42 Clone) |

zhow restone options

Altaro 1
Restore the verzion which waz backed up on: | Friday, 14 June 2013 at 09:53:42 W |

A5 |Alaro 1 [14-06-2013 D3K53m42 Clane) |
To | L]

hide reztore options

[] Festare Wk ta aniginal location [Festare Ovenwrits]

[] Dizable network card [recommended to avoid 1P conflicts)

When ready, click on the Restore Selected VMs button to begin the restore operation.

6. You will be presented with a dialog to confirm the restore you have selected to start, to continue
press OK.
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I h Sre wou sure you would like to restore the selected Hyper-W Guest Whis?

0]8 | | Cancel

7. You will know that a restore is taking place because the progress bar at the top right of the
Management Console will be active.

are Whd 1 af1 ‘ltaa 1’

TOOLS  HELP

8. Finally you will be notified that the restore is completed by a popup dialog, email and ewvent log
notifications if they are enabled.

E3
HYPER-V Backup

)] Altaro Hyper-V Backup

J Altaro 1 has heen restored successfulhA

You can now viewy the restored WM from the Hyper-% Management Console.

If it does not appear simply restart the "itual Machine Management Service'.

ok,

Sandbox Restore

The Sandbox Restore (previously known as the fire drill) feature allows you to plan and execute test restores
at a scheduled time. That way you can easily verify that your VMs are being backed up correctly.

Before starting a Sandbox Restore please ensure that at least one successful backup has been taken for
the VM in question.

To begin open the Management Console as described here and select the Sandbox Restore option
under Advanced Restore Options on the left hand side menu.
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@ Dashboard . o Use the Sandbox Restore feature to routinely perform test restores upon your Wk backups

‘){’ Configure

Select Hypert' Guest Whis | J

Perform a 5andbox Restore Now...

Campression f Encryption g
S andbox Restore Settings Sandbox Restare Schedule S andbox Restore Hiztory
Backup Location

Offsite Copy Location Sandbox Restore ig a feature that helps you plan and execute test restores at a scheduled time.

Backup Schedules Temparary save Iocation for restored configuration A YHD / &HD fles:

Backup Retention Palicy EXALTAROTEMP | | |

Motifications &  Save Changes | |° Dizcard Changes |

IManual Backup

g Offsite Copy & Seed

J Restore Yis

— Sandbox Restore Reminders are sent via Email Notifications
:'-9 Granular Restore SMTP Settings must be configured fram the Motifications Screen Test ¥our SMTF Settings
Configure tail Server Setting:

File Lewel Restare

Exchange [tem Lewel Restare

Qb Advanced Restore Options

Sandbox Restore

EBoot from Backup Drive

Configuring Sandbox Restore Settings

Before performing a Sandbox Restore you must first specify a default location where to store temporary
restored files. This location must have enough free space to hold any VMs which are temporarily restored to
it.

Sandboy Restore Settings Sandbox Restore Schedule Sandbox Restare Hiztory

Sandbox Hestore iz a feature that helps you plan and execute test restores at a scheduled time.

Temporan save location for restored configuration £ WHD ¢ &WHD files:
E:\ALTARDTEMP 1]

&  Save Changes | |° Digcard Changes |

Should you which to receive Sandbox Restore reminders and notifications then it is important to configure
your SMTP Settings as explained here. Sandbox Restore email notifications are sent for the following
ewvents:

An automatic Sandbox Restore will begin in 1 hour.
A reminder for a Sandbox Restore has been scheduled.
A Sandbox Restore restore has completed.



Sandbox Restore Reminders are sent via Email Motifications
SkTP Settings must be configured from the Motifications Screen

Configure kail Server Settings

Test Your SMTP Settings

Performing a manual Sandbox Restore

By performing a manual Sandbox Restore you will perform a test restore on one or more VMs. These VMs
will be restored as clones to a new location and will be attached to Hyper-V. The names of the test VMs
will contain the text "Sandbox Restore" and a timestamp of the backup version restored.

1. To perform a manual Sandbox Restore simply click on the button "Perform a Sandbox Restore Now".

J Perform a Sandbox Restore How._.

Sandbox Restore Settings Sandbox Restore Schedule Sandbox Restore History

2. Select which VM backups and which backup versions you would like to include in the Sandbox.



Altaro Hyper-V Backup V4 - User Manual

O] Hyper-V Guest VM Sandbox Restore Consale

b Hyper-¥ Guest YM Sandbox Restore Console

Altaro 3

[] Test Restore the version which was backed up on:

Altaro 2

["] Test Restore the version which was backed up on:

Altaro 1

Test Restore the verzion which wasz backed up on: |14June 203035342

Enter the name for the test Wi and the new location below

Fetrforming a Sandhox Restare allows you to restaore a ¥ as a new test V. The test VM will then appearin
the Hyper-¥ Management Console allowing you to start it and verify that it has heen restored correctly.

Guest 1 Manma: |Sandbo:¢ Restare -Altara 1 [14-06-2013 09h53md2 Cloke]

Aezfara { ocafion | E AL TAROTEMP

Perform 5andbox Restore

Catricel

3. Click on "Perform Sandbox Restore".

£ I Y selected Hyper-Y GuestWhis?

Arewou sure you would like to initiate a Sandbox Restore for the

Ok

Cancel

4. Confirm that you would like to proceed and you will see that the Sandbox restore has begun from the top

right progress bar.

5. Once the restore has completed then you will be notified on whether it was successful or not.
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successful you will find that the new test VM has been attached to Hyper-V and can be used to \erify that it
has been restored correctly.

Please note that to avoid conflicts the Network Card is disabled for VMs which are restored using Sandbox
Restore

Configuring automatic scheduled Sanbox Restores / Reminders

A great feature of Sandbox Restore is that users are able to schedule routine Sandbox Restore operations
or reminders.

Scheduled Sandbox Restore Operation

At the scheduled time the VM in question will be restored as a clone and attached to Hyper-V. One hour
before the sandbox restore begins, users will receive an email notification followed by a second email once
the restore is completed. (Emails will only be received if the Mail Notifications are configured correctly.)

Scheduled Sandbox Restore Email Reminders

In this case at the scheduled time - instead of restoring the VM - a simple email reminder will be sent to
remind the user to perform a Sandbox restore. (Emails will only be received if the Mail Notifications are
configured correctly.)

To configure schedule restores / reminders you must use the "Sandbox Restore Schedule" Tab.

Sandbox Restore Settings Sandbox Restore Schedule Sandbox Restore History
) Run Sandbox Restore for Selected... +.='ldd MNewy ﬁ Edit Selected | 3 Delete Selected
Reminder for Guest Wi Reminder Scheduls Comments
151 Adtara 1 Reminder every day at 00:00

1. To add a new Sandbox Restore schedule simply click on the "Add New" toolstrip button. Any you will be
presented with the following dialog.



Sandbox Restore Settings .

Chooze the Hyper Wi that vou want to zet up a Sandbox Restares for;

B Choose a GuestWhd -

S andbiow Restore Schedule: + Add Date / Time

[] Perform Test Restore on Schedule

Comments:

S andbox Restore Reminders are zent via Email Natifications

S andbox Restore Reminders are only sent when the Altaro Heper Backup Service iz running

"  Save Changes | |° Dizzard Changes

2. Select a VM upon which you wish to schedule a Sandbox restore or Reminder. This can be done by
clicking on "Choose a Guest VM".

3. Add a number of date / time rows to the Sandbox Restore Schedule panel. You can choose a
combination of schedules such as "Mondays at 6pm and Saturdays at 10am and 10pm".

4. Choose whether you would like a Sandbox Restore to begin automatically. This can be done by
checking or unchecking the "Perform Test Restore on Schedule”. |If you leave this option unchecked
then you will simply receive an email reminder. Please note that to avoid conflicts the Network Card is
disabled for VMs which are restored using Sandbox Restore.

[] Perform Test FRestore on Schedule

Comments;

5. You may also add some comments to document the Sandbox Restore schedule.

6. Finally click "Save Changes" and your new Sandbox Restore schedule will be enabled.

If you wish to edit or delete existing Sandbox Restore schedules simply use the toolstrip buttons at the top



of the tab.

Sandbox Restore Settings Sandbox Restore Schedule Sandbox Restore History

35 Run Sandbox Restore for Selected.., +.ﬂ.dd [ ey ﬁ Edit Selected | M Delete Selected

Sandbox Restore History / Deleting Temporary Restored VMs

Finally the "Sandbox Restore History" tab will provide users with a history of any Sandbox restores which
have been performed.

Sandbox Restore Settings Sandbox Restore Schedule Sandbox Restore History
X Delete Selected Sandbox Restored WM(s) (WMs restored using Sandbox)
Sandbox Restore..  Restored WM W Status
[] A 614/2013 ... Sandbox Restore -Altao 1 [14-06-2013 09h53m42 Clone) Wh iz still attached o Hypery

Each time a Sandbox restore is performed an entry is made in the Sandbox Restore History list. A status
column also indicates whether the restored VM is still attached to Hyper-V.

Should you wish to delete any temporarily restored VMs simply select them from the list and click on
"Delete Selected Sandbox Restored VM(s)". At this point they will be detached from Hyper-V and deleted
from the temporary restore location.

Once deleted the entry will still appear in the History list, but the status column will indicate that the VM
has been deleted from Hyper-V.

File Level Restore

The File Level Restore feature allows you to explore the contents of the VHD / AVHD files of a VM backup.
That way you can easily restore specific files and folders from a VM backup without having to restore and
attach the entire VM.

Please note that:

- if you wish to perform a File Level Restore for a VM which contains AVHD snapshots then you will need to
follow an alternative procedure.

- if you wish to perform a File Level Restore an older backup version of a VM then you will need to follow an
alternative procedure.

Before starting a File Level Restore please ensure that at least one successful backup has been taken for
the VM in question.

1. Open the Management Console as described here and select the File Level Restore option under
Granular Restore from the left hand side menu.
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@ Dashboard " Fila Level Restore

Q Configure |+ Prepare WM Backup for File Level Restore. . F% Hount ¥HD ||a Unrnaunt %¥HL H 3 Browss Files...

Select Hyper-y Guest Whis

‘ x Remove VHD |

Cormpression f Encryption
1 There are no WHD = currently prepared for File Level Restore. Click here o select Wids for File Level Restare...
:

Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Policy

Matifications
Manual Backup
&2 oftsite Copy & Seed

b Restore ¥Ms

:="  Granular Restore

File Level Restare

Exchange Item Level Restore

':b Advanced Restore Options

Sandbox Restare

Boot fram Backup Drive

2. Click on "Prepare VM Backp for File Level Restore..." to begin. You will then be presented with a
list of VM Backups available for File Level Restore.
Select the VM you wish to restore and choose the backup version required from the drop down list.

! i Hyper-¥ Guest WM File Level Restore

Altaro 3

-
l [ Prepare for ltem Level Restore the version which was backed up on:

Altaro 2

[ Prepare for ltem Level Restore the version which was backed up on:

Altaro 1

[#] Prepare for ltem Level Festore the version which was backed up om:
14 June 2013 0F 42 [Instant b
14 June 20713 07:00:00 [Full Restore)
13 June 2013 16:21:09 [Full Restare]

What is 'lnstant Restore'?
tounts the witual disks directly from the backup dive. This is much faster but not always available.
Alza backups for thiz Wi will be paused while the disks are mounted.

What is 'Full Restare'?
Ay virtual disks are first termporarily restored to a tempaorary directory before they are mounted. This is
slower but iz available for any successful backup. Backups can take place while these disks are mounted.

Prepare selected for File Level Restore
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You will see that in brackets next to the backup version, some restores are Instant and some are
Full.

Instant Restores will mount the backup directly from the backup drive, this is only available for your
most recent backup

Full Restores will copy the necessary backup files to a temporary location and mount the restored
version from the temporary folder.

Note: Backups of VMs which contain snapshots (or checkpoints) will always be Full Restores, even
if they are your most recent version.

If you select a Full Restore version. you must configure a temporary restore location as shown
below.

The temporary restore location will contain any temporarily restored VHD / AVHD files. These can
then be deleted automatically once you are done from the File Lewvel Restore.

Altaro 1
Frepare for [tem Lewel Restore the version whickh waz backed up on: 14 June 2013 01:00:00 (Full Restare] ]

Termporary Restore Location Required

One or mare WHD = must first be restore to a temporary location - please select a location.

EAALTARDTEMP

YWhat is 'Instant Restore'?

baunts the virtual dizks directly from the backup drive. Thizs iz much Fazter But not always available.
Alzo backups far this WK will be pauzed while the disks are mounted.

YWhat is 'Full Restore'?

A wirtual disk s are first temporarily restored to a temporary directony before they are mounted. This iz
glower but iz available for any succeszsiul backup. Backups can take place while these dizks are mounted,

| Frepare zelected for File Level Restore | | Cancel

When done, click "Prepare selected for File level Restore™
You will be notified of the successful start of the operation as below:

ltem Level Restore Confirmation

J Full Festore Operations Stared Successfully:

The restore operation will run in the backaround and itz progreszs can be monitored from the Progress Bar panel
at the top right of the Manager screen. Once the restare operation haz been completed then the Virtual Dizks will
be ready for File Level / Exchange restare.
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5. Once you confirm the abowe step you will see a progress bar:

T 1 of 1 ‘Altara 1"

ring fil=... 209 B

Assuming that all is successful the relevent VM(s) will be shown in the File Level Restore screen
where you can right click and mount the VHD/AVHD as shown below:

File Lewel Restore

‘+ Frepare WM Backup for File Level Restore... ‘ a Mount ¥HD gx Unmount WHD |’ IBrowse Files... x Remowe YHD

Wi YHD
I Altaro 1.whds

Restored Wersion Mounted in Windows Explorer Dirive Letters

Mourt VHD / AYHD

| Delete ternporary WHD £ 8WHD and remove frorm list., |

A Windows Explorer window will appear for each drive letter once you have mounted the VHD/
AVHDs.

Note: It is possible that a drive letter is not automatically assigned by Windows when the disks

are mounted. If this happens then you must use the Disk Management utility in the Windows Server
Manager console to assign drive letters.

Once done, you can then manually browse the mounted disks using My Computer.

6.

Finally after having restored all the required files, you can unmount and the delete the temporary
files.

To unmount, right click the VM and choose Unmount VHD/AVHD as below:

File Lewel Restore

‘+ Prepare Wi Backup for File Level Restore. . eb b oumt WYHD ’R Unmount YHD “’. IBrowse Files... ‘ x Remove YHD
Wi WHD Restored Verzion Mounted in Windows Esplorer Dirive Letters
-
|
Unrmaount WHD # A6HD

Browwse in Windowes Explorer

Then to delete the temporary files, right click again and choose Delete temporary VHD/AVHD and
remove from list

File Lewel Restare

|+ Prepare WM Backup for File Level Restore... & Mount WYHD % Unmount WHD |’ IBrowse Files... x Femaowe WHD

'k YHD Restored Version Mounted in ‘Windows Esplarer Dirive Letters
[}

[ Altaro 1. vhdx

Mount WHD / AWHD

Delete ternporany WHD / AVHD and remove from list.,,

Important:

Backups will be disabled for any VM which currently has one or more VHDs mounted. To resume
backups for this VM then simply unmount the VHDs from the File Level Restore screen.
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Exchange Item Level Restore

The Exchange Item Level Restore feature allows you to granularly explore and restore individual items from
your Exchange Databases inside a backed up VM.

Note: Altaro Hyper-V Backup supports Exchange ltem Level Restores from databases from Exchange
2007 and later.

Before starting an Exchange Item Lewvel Restore please ensure that at least one successful backup has
been taken for the VM in question.

To proceed with the Exchange Item level restore, please follow the instructions below:

1. From the Management console, go to Granular Restore >> Exchange Item Level Restore

@ Dashboard

0{! Configure

Select Hyper-y Guest Whis
Campression f Encreption
Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Palicy

Matifications

Manual Backup

g Offsite Copy & Seed

J Restore Vs

«=  Granular Restore

File Lewel Restore

Exchiange Item Level Restare

J Advanced Restore Options

Sandbox Restare

2. In the console on the right, click the "Prepare VM Backup for Exchange..." button

{B Dashboard “  Exchange Restore
& ) | r
& Configure H. Frepare M Backup for Exchange Level Frestore.. go Maunt VHD %‘ Urmoune YHD ﬁ Brawse Exchange DB..
Select H: - Guest Whi;
elect Hyper- Guest Wis = o Restored Version Mounted in Windows Explorer

101/156



Altaro Hyper-V Backup V4 - User Manual

3. You will then be prompted to select your Exchange Server VM and the version which you wish to
restore from as below:

6.

115 Intranet

Hyper-V Guest VM File Level Restore Conscle

! " Hyper-¥ Guest WM File Level Restore

[ Prepare for ltem Level Restare the version which was backed up on:

M Exchange Server 2013

Frepare for ltem Level Restore the version which was backed up on;

Yirual DC

[ Prepare for ltem Level Restare the version which was backed up on:

kS S0OL Server 2008

[ Prepare for ltem Level Restare the version which was backed up on:

YWhat is 'Instant Restore'?

Mounts the virtual disks directly from the backup drive, This iz uch Fazter but not always available.
Alzn backups for thiz ¥M will be pauzed while the dizks are mounted.

What is 'Full Restore'?

Ary virtual disks are first temporarily restored to a tempaorary directory before they are mounted. This iz
slower but iz available for any successiul backup. Backups can take place while these disks are mounted.

_I:I-

:28:49 [Full Bestore]
17 June 2013 21:716:00 [Full Restore)
17 June 2013 21:05:59 [Full Restore)
16 June 2013 23:00:00 [Full Restare)
15 June 2013 23:00:00 [Full Restare)
14 June 2013 23:00:00 [Full Restore)
13 June 2013 23:00:00 [Full Restare)
13 dure 2013171211 [Full Restore]

Prepare zelected for File Level Restore | | Cancel |

After choosing the VM and version from the drop-down list, click Prepare selected for Exchange Item
Level Restore

If the Exchange databases on the VM you selected and restored are in the default Microsoft Exchange

location, then they will be automatically added to the Exchange Restore console as shown below:

Exchange

Restare

|+ Prepare WM Backup for Exchange Level Restore. .

Restored Wi
-
' win 2008 12 - exchangs 2010 vhd

Mailbox Database
0822409141 edb

TTMailbox Database.edb

IpFitering.edb

tmp.edb

tmp.edh

go Mount ¥HD gﬁ Unmount YHD 3 Browse Exchange DB... x Remave ¥YHD

WHD Restored Version
M5 Exchange Server 2013 17-Jun2013 21:28

“Program Files\Microsaft\Exchange Server\y14'\Maibox\M ailbox D atabase
08224097 41\Mailbox Database 0288409147 edb

“Program FilestMicrosoft\Exchange Server\14'Malbox'Mailbox Database
0882409141\ T THaibox Database.edb

“Program FilestMicrosoft\Exchange
Servert145TransportRoles\datallpFiter pFiltering.edb

“Frogram Files\Microsoft\Exchange Server\v 14\ TransportFioles\datatpFilerimp.edb

“Program FilesiMicrosofth\E xchange Server\ 144 TiansportRoles' datatGueus’timp.edb

Mounted in Windows Explorer Drive Letters

Mounted GLH

If there are Exchange databases in non-default locations, then you will need to add them manually by

right-clicking the VM and choosing "List other Exchange database filesin non-default locations"
as shown below:
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Exchange Restore

|+ Prepare WM Backup for Exchange Level Restare... |§° Mount WHD Ha Unrnount %HD ||§ Browse Exchange DB... || x Remove WHD |
Fiestored Wi WHD Restored Yersion
nmo HDIA\;"HD
obmbdcbers B0 Remove W anay from st
TTMailbox D atabase. edb E)I:g;%rc List ather Exchange database file in non-default locations.., WT T ailbow
Scan for Exchange Database files in default locations
|pFiltering. edb “Program Files'Microzof\E xchange Servera/T £\ TiansportF oleshdatablpFilter pFiltening. edb
tmp.edb “Program Files\Microzoft\Exchange Server1 44 Tiansportf oleshdatatl pFilkeritrmp. edb
tmp.edb “Program Files\MicrozoftsE xchange Server1 44 TransportR olesidatahGueueitmp. edb

7. Once your desired database files have been added to the console, right-click the database you wish to
restore from and choose "Open in EDB Restore console" as below:

Exchange Restore

|+ Prepare YM Backup for Exchange Level Restore ‘ E, Mount vHD “g" Urmourt YHD “ﬁ, Browss Exchange DB ” K Remove vHD |
Restored vM VHD Restored Version Mounted in Windows Explorer — Drive Letters

-

[ vin200812- exchange 2010.thd S Enchange Server 2013 17un2013 21:28 Mourted G H:

\Program FilesiMicrosolt\Excha Open in EDB Restore Consale

088540971414 TTH ailbox Databa:

TTtaibox Database.edb
Remuove from list

“Program Files\Miciosoft\Exch

IpFiering.edb Server/ 144 T ansparFioleshdatat pFiter pFilering edb
tmp.edb “Program Files\Microsoft\Exchange Servers1 44 TransportRoles\datablpFilerstmp. edb
tmp.edb “Program Files\MicrosofthExchange Servery 14\ TransportR olestdatabi ueushtimp. edb

8. Once the EDB Restore Console is launched, simply locate the items you wish to restore and mark
them using the checkbox to the left as below:
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& Altaro Hyper-V Backup - EDB Email Restore I;‘i-

Eile  Options

HYPER- J'.Ei‘a:ckup

)

Browse | Search | Type  Subject Status ~ From To Atachments  Created 7

=-[m] \} Maibox Database 0533409141 edb & RE: Summary Table 31 2013 @ Liam Miller Juan Garcia; Daniel Smith; Emma Wil.. 1 Jun 23, 18:09
+-[ 159 Jo=First Orga I Summeang Table 31 2013 & Juan Garcia  Dariel Smith; Dariel Smith; Emma Wil 11 Jun 2013, 18:07
“‘Dé Adminiztratar 51 RE: Meeting L4 Daniel Smith  Juan Garcia 11 Jun 2013, 18:02
+|:|d Draniel Smith 0= ge teeting 9 Daniel Smith ~ Juan Garcia; Emma Williams 11 Jun 2013,
=[] 59 Discovery Search Mailbox HI RE: Meeting _ D aniel Smith i Jah Garcia

+1-[ 159 Emma williams
+1-[ 159 enchangebackup
+-[]E59 Jacob Wikson
=-[m] 59 Juan Garcia
|24 Calendar [0)
[ ] Az] Contacts (0]
—[]Ca Deleted ltems (0]
[ ] Drafts [0)

[®][C3 Inbox (5]

| ﬂ Jaoumal [0]
[ ]23 Junk E-ail [0)
] Motes (0]
—[]C3 Outbox (0]
I:h_j Sent [tems [3)
w13 Tasks ()
+1-[ ]9 Liam Miller
<[5 Maria Jones
+1-[ 159 Mariana Davis
+-[ 159 Miciosolt Exchange
#1559 Miciosoft Exchange Approval Assistant
+-[_] 59 Miciosoft Exchange Approval Assistant
#1559 Miguel Rodiguez
+-[]£5 Olivia Brown
+-[]£59 Orline Archive - Test]
+-[ ]9 Orline Srchive - Test2

+1-[ 159 SofiaJohson Yes Emma, 1pm sharp! ~
+-[ 159 Spstembaibon{l ec9f34a-a001-45fc-a41f-2d

-] Test Will be there with Juan (CC'd)

+-[_5) Test?

From: Emma Williams
Sent: Tuesday, June 11, 2013 5:27 PM v
To: Daniel Smith

< m > Himl body | Properties

Ready | Selected: Dnodes, 1iterns

9. Once you hawe selected all the items you wish to restore, click the restore button (Red Arrow) at the top
left of the screen:

HYPER-\ !Eackup

Hrowse | Search | Type  Subject

=-[m] 3 Mailbox Datsbase 0888409141 edb [ 159 RE: Summary Table 071 2013
+|:|g fo=First Orga [ 159 Summary Table 31 2013
-] Administrator [JE9  RE: Meeting
#1239 Dariel Smith (159 RE: Mesting
+Dg Digcovery Search bailboy =] | RE: Meeting
+-[_] =9 Emma ‘Wiliams

10. You will be prompted to choose a location for the files to be restored to:
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Browse For Folder -

Selected data will be saved into .pst file(s). Tao start the
export seleck the destination folder o create a new one
and click DK, The export process will start immediately.

BE Desktop -
I Libraries
[ | & administratar
418 Camputer
Py Local Disk (C:)
P e Pernovable Disk (D0
b ety DWD RAY Dirive (E)
- MY Seagate Expansion Drive (F2)
B Swstern Reserved (G2
B Local Disk (H:)

[+ *'-"i_i Metarark
_h_lm 1 Lo 1

Make Mew Falder | | Ik || Cancel

11. Choose where to restore the files to, and click OK.
Once the process is complete the items will be restored to the chosen location in .PST format

12. After you have completed the restore, simply Unmount the VHDs using the button at the top right of the
Exchange Restore console.

Boot From Backup Drive

File Server




This feature allows you to temporarily boot a VM directly from the backup drive without having to perform a
full restore. This allows you to get the VM up and running within a very short amount of time. Allowing you
to postpone a proper full recovery until a time when VM downtime is acceptable.

This works by creating a temporary differencing VHD file upon the backup drive. The differencing VHD is

then attached to Hyper-V Senver and booted. Eventually you can choose to commit the changes made while
booted from the backup drive to the Hyper-V Host

Phase 1 - Boot From Backup Drive Procedure

1. A differencing VHD is created on the backup drive, configured to point to the VHD backup.
2. A VM is created on Hyper-V and configured to use the differencing disk.

Result: - The VM is booted directly from the backup drive ready to be used.

Phase 2 - Commit Changes and Restore VM / Discard Changes

Option 1 - Commit Changes and restore the VM to the Hyper-V Host (Within 36 hours of booting)

1. Inthis case the temporary VM is shut down and a restore is started.

2. Once the VHD files are copied locally then the differencing VHD is merged with the original VHD
backup.

Result: - All changes are commited and the VM is available on the Hyper-V Host. (May take a few hours)

Option 2 - Discard temporary VM and all changes

Should you choose to discard the changes done with the VM during Phase 1. Simply choose discard and

the temporary VM will be removed from Hyper-V within seconds.

Important Considerations:

The longer the VM is booted directly from the backup drive - the longer the merge (go live) process will
take.

VM Performance may be slower when booted directly from the backup drive.
All backup and restore operations will be disabled while a VM is booted directly from backup drive.

Boot from backup drive is only supported on locally connected disks and USB disks. Booting from a
network path is not supported.

Diagram showing the Boot from Backup drive procedure:




Hyper-V Host

VM VM VM

VM VM VM VM

=
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Backup Drive

Hyper-V Host

1
-
T

“Boot fram Backup Drive” instruction

Backup Drive

Temporary VM Crested -

Hyper-V Host

e .

Backup Drive

All changes saved on differencing disk.

Hyper-V Host

Backup Drive
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Phase 1: Boot a VM directly from the backup drive

Before reading this step by step tutorial please read the this section explaining the Boot From Backup drive
feature and important considerations.

1. To Boot a VM directly from the VM backup first open the Altaro Management Console as explained here.

2. Once the Management Console has opened click on "Boot From Backup Drive" on the left hand side
menu under "Advanced Restore Options".

@ Dashboard

0{1 Configure

Select Hyper-y Guest Whis
Campression f Encryplion
Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Policy

Motifications

Manual Backup

A2 Offsite Copy & Seed
J Restore YIs

|::El| Granular Restore
File Level Restore

Exchange [tem Lewel Restare

‘3 Advanced Restore Options

Sandbox Restore

Boot from Backup Drive

-
AE Management Tools
Altaro Backup Server

Central Management Console

3. You will now be presented with the "Boot From Backup Drive" screen, assuming that the following
requirements are met:
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- You hawve selected a backup drive, selected VMs for backup and have taken atleast one successful
backup.

- The backup drive is connected.

- The backup drive is a locally connected / USB drive and not a network path.

Altaro Hyper-V Backup [Hyper-V Host: LOCALHOST] = | = -

HYPER-V. Backup

TOOLS  HELP

Boot Mode @

Boot From Backup Drive

40700

Connected to Agent: LOCALHOST

4. The Boot From Backup Screen will display a list of backed up VMs in a horizontal row. A horizontal
scroll bar will appear below if they do not fit in one screen. Howering the mouse over a VM will highlight it.



Altaro 1

5. Click on a VM to bring up the Boot Window. This Window will allow you to boot the VM. Before you can
click "Boot Selected VM" you must check all checkboxes on the Window. These Checkboxes ensure that
you hawe read all the important considerations before proceeding.

These are the important considerations:

The longer the VM is booted directly from the backup drive - the longer the merge (go live) process will
take.

VM Performance may be slower when booted directly from the backup drive.
All backup and restore operations will be disabled while a VM is booted directly from backup drive.

Boot from backup drive is only supported on locally connected disks and USB disks. Booting from a
network path is not supported.



Boot from Backup Drive |;|£-

Altaro 1

Thiz feature allows you ta tempararily boot a Wi directly fram the backup drive withaut having to do a full restare. This allows you to get
the ¥h up and running in a very shart amount of tirme. This way vou can choose to postpone a proper full recovery at a time when Y
downtime iz acceptable. Vi Performance may be slower when booted directly from the backup drive.

Fhase 1 - Boot From Backup Drive Procedure

1. & ditferencing %HD is created on the backup diive, configured to point to the YHD backup.
2. 48%M iz created on Huper' and configured to uze the differencing disk.

Aeasulf - Fhe Vi i boofed diracky from fra backup diiva raadl fo ba used

Phase 2 - Commit or Discard changes

Option 1 - Commit Changeg and reztore the ¥M to the Hpper-¥ Host [Within 36 hours of booting]
1. Inthis case the temporare WM iz shut down and a restore iz started.

2. Once the WHD files are copied locally then the differencing YHD i merged with the ariginal WHD backup.
Aazuf - Af changes are commiffed and e 14 e avaidabia o fhe Hyoarl Host (Afap fake a faw howrs)

Option 2 - Discard temporary ¥M and all changes:

Should you choose to discard the changes done with the Wk during Phasze 1. Simply choose discard and the tempoarary Wi will be
remaved from Hyper' within seconds.

Before booting this ¥M directly from the backup drive kindly agree to the following:
[ Thiz feature i currently experimental technology [Beta Feature).
[ &l backup and restore procedures [for all M) will be disabled whils this Y iz booted

0 Changes made to the M while booted directly from the backup drive must eventually be merged.  This may take some
time and the %M will be stopped in the meantime.

[ The langer the ¥ iz booted directly from the backup drive - the longer the merge [go live) process will take,

Boot Selected VM

6. Click the "Boot Selected VM" to boot the VM from the backup drive. As with other restore operations
the Hyper-V Virtual Machine Management Senice must be restarted before you can proceed. Confirm that
this is OK and the boot procedure will begin.

A Hyper-V Service required for restore operations will be restarted -

The [Hyper-W VWirtual Machine Managerment] service which is required
l % forrestore operations must be restarted. Should you proceed with the
restore operation itwill be restarted autornatically,

Wiould you like to proceed with the restore operation and automatically
restart this service?

] Cancel
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Communicating with Backup Service...

7. Once the Boot procedure begins you will see that the global progress bar is active and it will keep you
updated on the progress.

Attaching Restored Vi to Hyper¥. .
N . ——

8. After a minute or two, the VM will be booted directly from the backup drive and a dialog will be displayed
indicating this. From this dialog you can choose to start the VM and connect to it using VMCONNECT. To
do this click on the "Connect to VM Now" Button.

) Altaro Hyper-V Backup -

HYPER-V Backup

v The Hyper-Y VWM has been booted from the backup drive successfulhd

The %M has been boated from the backed up YHD files on the backup drive.

While the %M is booted all backup and restore operations for all WMs will be paused. The WM should only be
booted temporarily - use the 'Boot From Backup Drive' Screen to ether:

Option 1 Save changes made to the %M while booted and restare the % ta the host.

Option 20 Cancel the Boot and dizcard all changes made to the % while booted.

Connect to Wi Mow | | (]

9. If you choose to connect to the Booted VM you will see the "Virtual Machine Connection" Window as
displayed below.
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ﬂ File Server {Altaro Boot From Backup) on localhost - ¥irtual Machine Connection
File Action Media Clipboard Miew Help

© s

The virtual machine ‘File Server (Altaro Boot From Backup)' is
turned off

To start the wirtual machine, select 'Start' from the Action menu

Skakus: CFF Stop succeeded | NREGERINGINGENEEN

10. You will also notice that the VM on the Boot From Backup drive screen is now displayed in green and a
"Booted" status is displayed above.

You can boot multiple VMs simultaneously but when one or more VMs are booted you will be unable to

return to the Manager Screen.
It is also important to note that all backup and restore operations for all VMs will be disabled while a VM is

booted from the backup drive.




11. A quick look at the Hyper-V serer manager will show that a new VM has been created and is listed in
the VM list. This VM is booted directly from the backup drive and has a suffix of "(Altaro Boot From
Backup).

5 SRV Running 0%
3 SRAv2 0ff

4 sRv3 off

3 SRV [28-11-2012 15h03m30 Clo..  Off

I SEWT [Altaro Boot From Backup) R unning

Phase 2:

While a VM is booted directly from the backup drive and is used it can be assumed that changes will be
made to this VM. Therefore users have two options on how to deal with a VM that has been booted directly
from the backup drive.

Option 1: Commit changes to the VM and restore it back to the host.
Option 2: Discard changes made to the VM and cancel the boot.

It is important that should Option 1 be chosen this is done within a recommended 36 hours from the boot
from backup drive. This is recommended because a merge must be performed to commit the changes to
the VM. The longer the VM has been booted for the more changes there will be and therefore the longer a
merge will take.

A merge can take many hours and during a merge the VM must be turned off. Therefore the merge shoud
be scheduled when VM downtime is possible.

Follow a step by step tutorial on Boot from Backup Drive: Phase 2 here.

Closing the Boot From Backup Drive screen and returning to the Manager Screen

At the top right corner of the Boot From Backup Drive screen is a close button which will return you to the
Manager Screen.
This button is disabled while one or more VMs are booting or booted.



Boot Mode [%]

Boot From Backup Drive

Phase 2: Commit Changes and Restore VM / Discard Changes

Before reading this step by step tutorial please read the this section explaining the Boot From Backup drive
feature and important considerations.

While a VM is booted directly from the backup drive and is used it can be assumed that changes will be
made to this VM. Therefore users have two options on how to deal with a VM that has been booted directly
from the backup drive.

Option 1: Commit changes to the VM and restore it back to the host.
Option 2: Discard changes made to the VM and unboot it.

It is important that should Option 1 be chosen this is done within a recommended 36 hours from the boot
from backup drive. This is recommended because a merge must be performed to commit the changes to
the VM. The longer the VM has been booted for the more changes there will be and therefore the longer a
merge will take.

A merge can take many hours and during a merge the VM must be turned off. Therefore the merge shoud
be scheduled when VM downtime is possible.

Option 1: Commit changes to the VM and restore it back to the host

- May take many hours.
- The VM must be turned off while restoring. (Schedule during acceptible VM downtime).

1. From the Boot From Backup screen click on a Booted VM. Booted VMs are always displayed in green
and have a "booted" status displayed above them.

2. Once you click you will see the Boot Window. Three options are displayed: "Save Changes and Go
Live", "Discard Changes and Cancel Boot", "Connect to VM". In this case we will be using the "Save
Changes and Go Live" option.
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%] Boot from Backup Drive — | = -
E Ataro 1

Option 1 - Commit Changes and restore the ¥M to the Hyper-¥ Host [Within 36 hourz of booting)
1. In this caze the temporary WM iz shut down and a restore iz started.

2 Once the YHD files are copied locally then the differencing YHD is merged with the onginal YHD backup.

Hezulf - A chamges are commiffad and the 4 & sraiabia on e Hipar- I Host g fake a faw fours)

Option 2 - Digcard temporary ¥M and all changes:

Should you choosge to dizcard the changes done with the Y during Phaze 1. Simply chooze dizcard and the temporany Wi will be
removed from Hyper' within seconds.

Restored Wi Mame: |Allam 1 [Recovered) |

Dizable network card [recommended to avaid 1P conflicts)
Aasfora Configuraiior Fias fo: | | l:l
Restore VHD /AVHD Fiesto: | | [ ]

% Save Changes and GO LIVE | € Discard Changes and Cancel Baat ‘

‘ Connect to Booted Wi ‘ ‘ Cloze ‘

3. This option will:

- Ensure that the Booted VM has been stopped.

- Copy all VM files from the backup drive to the Hyper-V Host.
- Merge all changes which were made to the VM while booted.
- Attach the newly restored VM to Hyper-V

4. Once the VM has been restored successfully the following dialog will be displayed. The new VM will be
listed in the Hyper-V Senver Manager and the VM will no longer be booted directly from the backup drive.

{_) altaro Hyper-¥ Backup

HYPER-V Backup

J SFV1 has been restored successfulhd

Yiou can novy viewy the restared %W from the Hyper-Y Management Console.

If it does not appear simply restart the "Widual Machine Management Service',

0K, |
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Option 2: Discard changes and cancel boot

1. From the Boot From Backup screen click on a Booted VM. Booted VMs are always displayed in green
and have a "booted" status displayed abowve them.

2. Once you click on a VM you will see the Boot Window. If you do not wish to commit any changes made
while the VM was booted directly from the backup drive, you may simple click "Discard Changes and
Cancel Boot".

3. This will only take a minute or two and the VM will no longer be booted from the backup drive. You may
then choose to restore the last backed up version of that VM using the standard restore features.

Boot from Backup Drive |L|£-

|:| Mtaro 1
—_——

Option 1 - Commit Changes and restore the ¥M to the Hyper-¥ Host [Within 36 hourz of booting)
1. In this caze the temporary WM iz shut down and a restore iz started.

2 Once the YHD files are copied locally then the differencing YHD is merged with the onginal YHD backup.

Hezulf - A chamges are commiffad and the 4 & sraiabia on e Hipar- I Host g fake a faw fours)

Option 2 - Digcard temporary ¥M and all changes:

Should you choosge to dizcard the changes done with the Y during Phaze 1. Simply chooze dizcard and the temporany Wi will be
removed from Hyper' within seconds.

Restored Wi Mame: |Allam 1 [Recovered) |

Dizable network card [recommended to avaid 1P conflicts)
Aasfora Configuraiior Fias fo: | | l:l
Restore VHD /AVHD Fiesto: | | [ ]

|/ Save Changes and GO LIVE' ‘w Dizcard Changes and Caticel Eoot ‘

‘ Connect to Booted Wi ‘ ‘ Cloze ‘

Closing the Boot From Backup Drive screen and returning to the Manager Screen

At the top right corner of the Boot From Backup Drive screen is a close button which will return you to the
Manager Screen.
This button is disabled while one or more VMs are booting or booted.



Eoot Mode ‘ Q

Boot From Backup Drive

Reports

To view reports simply open the Management Console and select the option [Reports] from the left hand
side main menu.

Read instructions on how to open the Management Console here.
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@ Dashboard ~
Backup History
‘kﬂ Configure This reportwill list all backups which hawve been taken until now, The outcome of each backup is also listed,
allowing you to tell whether the backup was successful or not. The report will also allow you to check how
Select Hyper-%' Guest Whs many files weere changed before each backup and the total backup size,
Campression / Encryption
Restore History
Backup Location
This report lists all restare operations that hawve taken place, The backup version thatwas restored and the
Offsite Copy Location duration of the restore operations will also be displayed,

Backup Schedules
Backup Retention Policy

Motifications
Manual Backup
&2 offsite Copy & Seed

J Restore YMs

|i.=9| Granular Restore
File Level Restare

Exchange [tem Level Restare

‘3 Advanced Restore Options
Sandbox Restore

Boot from Backup Drive

-
BB Management Tools
Altaro Backup Server

Central Management Console

Backup Histary

Restore Histaory

Three Reports are Available:

Backup History Report
Restore History Report

Backup History

The Backup History report displays the following information:
The VM name that was backed up.
Date and time of the backup.

The backup status indicating whether the backup succeeded, succeeded with skipped files, or
failed.

The number of files backed up.
The total size of the data that was backed up.

The duration of the Backup.
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View List of Skipped Files

Double-clicking on a backup which has a warning icon or error icon will bring up a list of files that
were skipped during that backup. A reason why the file was skipped is also given.

View List of Backed up Files

Double-clicking on a successful backup will bring up a list of files that were backed up during that
backup. Information on whether the file was created, changed, renamed or deleted is also given.

Alternatively you may right-click on a backup to bring up a context menu with all options.

Restore History

The Restore History report displays the following information:
The VM name that was restored.
Date and time of the restore operation.
The restore status indicating whether the restore operation succeeded or failed.

The duration of the restore operation.

Managing Backup Drives

Supported Backup Destinations

Configuring Backup Destinations

Managing Backup Space

Supported Backup Destinations

The supported Backup Destinations are listed here.
Configuring Backup Destinations

Configuring your backup destination

Selecting a Backup Drive using the "Backup Drive Selector"
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Selecting a Network Path using the "Backup Drive Selector"

Changing your Primary Backup Drive Selection

Multiple Primary Backup Drive Swapping

Drive Swap using RDX Cartridges

Configuring a Mirror Backup Drive

Switching to the Mirror Backup Drive

Backup Drives in a Hyper-V Cluster Environment

Configuring your backup destination

To select a drive or network path as your backup destination, open the Management Console and select
the option Backup Location from the left hand side menu.

Read instructions on how to open the Management Console here.

@ Dashboard

q{; Configure

Seleck Hyper-% Guest Whis
Campressian f Encryption
Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Paolicy

Motifications

Your current backup drive will be shown on the right as follows:

@ Dashboard - The Backup Location is the location where your WM backups will be saved. This can be a Local Drive, USE Drive, NAS Drive or Netwark Share,

0{& Configure

. Backup Location
-
E: New Volume (Local Disk)
ElAltaral
Backup location Connected

Select Hyper-W Guest Whs

Compression / Encryption

Offsite Copy Location

Backup Schedules Change Selected Drive...

Backup Retention Polioy

Motifications
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The next step is to click on the 'Change Selected Drive' button, before configuring any of the other
options. This will bring up the “Backup Drive Selector” window described here.

Important Terminology — Please read!

There are various ways the backup locations can be configured. Please read these definitions that are used
throughout the rest of this document. Setting up the different configurations will be explained in more detail
in the following sections of this document.

Backup Location:

Your Backup location (previously known as your primary drive) is a backup location to which the \virtual
machine files are copied directly from the host (via a shadow copy of the VM files).

Offsite Copy Location:

You may specify one or more Offsite Copy Locations, which will be a redundant copy of the primary drive.
Backup data is always synchronized from the backup location to the offsite copy location, and backup data
is never copied to the offsite copy location directly from the source files on the host. If the backup location
is not connected, no data can be synchronized to the offsite copy location.

RDX cartridges:

You can also select an RDX cartridge enclosure as your Offsite Copy Location. In this case any cartridge
inserted in the designated RDX enclosure will be used as your offsite copy drive.

Selecting a Backup Drive using the "Backup Drive Selector™

The Backup Drive Selector will show after clicking the “Select Backup Drive” button here.

Howewer, this window is also used in other areas related to the backup storage options, and other sections
further below will refer to this section when required.

This section will describe locally attached storage. For backup locations on a network path, see this article.

This is an example of a typical Backup Drive Selector view:
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0| Backup Drive Selector -

H YPER -V Backup

Q Itis recommended that you badkup to a removable drive.

Connect a drive now or choose one from the list below...

Local Disks

D . Ci [Untitled Crrive] E7 .46 GE Free NTFS
L =]

D . D [Mew Yalume) 165,91 GEB Fres MTFS
L =]

I:l . E: (Mew Wolurme) 171,16 GE Free MTFS
L +]
Back up to netwark path [UMC path]... | Chooze which folder ta backup o,

Refresh Drive List

Select Backup Drive  Cancel

Removable Disks, which are usually recommended for this purpose over fixed local disks will be grouped
together and shown at the top of the window.

Local Disks, although not recommended for backup storage, will still be shown under the heading “Local
Disks” and will also be available for selection.

The right hand column will show the free space for each drive, and also the format of the drive, which for the
purpose of Altaro Hyper-V Backup is recommended to be NTFS formatted.

Once you select a drive by clicking on the checkbox to the left of the drive icon, you will see the amount of
space on the drive to be used at the top of the window as shown in the example for Drive C: below:
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Backup Drive Selector -

. You have chosen Backup Crive:  E: (New Yolume)
oD (calculating space required for first backup...)

Local Disks
D . Ci [Untitled Crrive] E7 .46 GE Free NTFS
L =]
D . D [Mew Yalume) 165,91 GEB Fres MTFS
L =]

171,16 GE Fres

Back up to netwark path [UMC path]... | | Chooze which folder to backup tao...

Refresh Drive Lisk

D ‘Your backup location will be:  EXY Altaro’,

" Select Backup Drive  Cancel

Using the same drive letter in the example abowve, the destination folder will by default be chosen as E:
\Altaro.

This may be automatically changed to E:\AltaroSharedFolder\Altaro in case the backup location may
need to be shared with other nodes on a cluster as described here.

You can change the default backup folder by clicking on the “Choose with folder to backup to” button at the
bottom of the window as shown in the image below. Your backup location will be updated in the bold text

below the link:
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O] Backup Drive Selectar

H YPER -V Backup

- Yol have chosen Badup Drive:  E: (New Volume)
[ ] (calculating space required for first backup...)

Local Disks
D . i [Untitled Drive) 67 .46 GB Free
-—D
| . Dt (Mew Yalume) 163,31 GE Fres
-
. E: (Mew Yolurme) 171,16 GB Free
-—D

Back up to network path [UMC path)...

Chooze which folder to backup ta...

Refresh Drive List

D Your backup location wil be:l| EZS altarod, I

MTFS

MTFS

MTF=

" Select Backup Drive  Cancel

Once you are done, click on the “Select Backup Drive” button at the bottom right of the window.

You will be returned to the main drive configuration panel, now showing the drive selected as shown below:

The Backup Location is the location where wour Wi backups will be saved, This can be a Local Drive, USB Drive, MNAS Drive or Metwork Share,

. Backup Location
-
E: Hew Yolume {Local Disk)
E:Altarol
Connected

Change Selected Drive...

If you have a Hyper-V cluster set up, configuring a locally attached backup location may require an extra

step as described here.

Selecting a Network Path using the "Backup Drive Selector"

Selecting a UNC Path as your backup drive is very easy with Altaro Hyper-V Backup. Simply follow the
instructions on selecting a backup drive here but click on the "Backup up to a Network Path (UNC

Path)..." button when presented with the drive list.
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0| Backup Drive Selector -

H YPE - ,EECRU,D

Connect a drive now or choose one from the list below...

Q Itis recommended that you badkup to a removable drive.

Local Disks

D . Ci [Untitled Crrive] E7 .46 GE Free NTFS
L =]

D . D [Mew Yalume) 165,91 GEB Fres MTFS
L =]

I:l . E: (Mew Wolurme) 171,16 GE Free MTFS
L +]
Back up to netwark path [UMC path]... | Chooze which folder ta backup o,

Refresh Drive List

Select Backup Drive  Cancel

This will bring up the following network path selection window:
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Enter a UMC Network Path

H YPER -V Backup

UHC Metwork Path example: \WServerhShare
192.168.1.100

Enter Account Credentialz to use for Backup / B estore operations:

Damain OF Machine |hj,l|:uer |

IJzer Hame |.-’-'-.dministratu::r |

xxxxx)1 |

Pagze yndafe e crademial adch fima fhal fre password axmiras
or cftangas You car ao S fom i Dave Manager sorean

Pazzword

| Test Credentialz |

| Add Metwork Location | | Cancel

Enter the network path in the topmost field. The supported formats here are:
0 \\IP Address\Share, for example \\192.168.10.110\Backup
0 \\SenerName\Share, for example \\BackupServer\Backup
0 Both of the abowve with one or more extra folders, for example \\192.168.10.110\Backup\Altaro

Entering a server name or IP address alone, for example “\\192.168.10.110" , alone with no share name, is
not supported.

In the three lower fields, you must enter the domain name, or else the IP Address, with no slashes, of the
backup destination, the username to be used to authenticate to the path, and the password. The password
is never stored as plain text in the Altaro Hyper-V Backup configuration files.

An IP address is usually used instead of the domain name when the backup destination is not running
Windows or is not part of the domain, for example a NAS drive enclosure or similar.

Once you are done, click on the “Test Credentials” to make sure the authentication works and then click
“Add Network Location”. This will add the network path as an option in the drive selector window alongside
the other detected drives:
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0| Backup Drive Selector -

H YPER -V Backup

You have chosen Badkup Drive: 44,192.168.10.147e$
oD (calculating space required for first backup...)

Local Disks
D . Ci [Untitled Crrive] E7.44 GE Free NTFS
L =]
D . D [Mew Yalume) 171,24 GE Free MTFS
L =]
I:l . E: (Mew Wolurme) 165,03 GE Free MTFS
_—
UMNC Path
. 192,168, 10,147 \e§ 165.03 GE Free UME Path
L___*]
Back up to netwark path [UMC path]... | | Chooze which folder to backup tao...

Refresh Drive Lisk

D Your backup location wil bef] %4 192.168.10.147" e$", Altaro

" Select Backup Drive  Cancel

You can also select any further subfolders to use for the backup location by clicking on “Choose with folder
to backup to” link, as described here.

Once you are sure of your selection, click on “Select Backup Drive” at the bottom of the window as
described here.

Changing your Primary Backup Drive Selection

If you are using a network path as your primary drive, or you have decided not to use the drive swap feature
as described here and use only one primary drive, you may want to change the drive to another primary
drive.

If you are using the drive swapping feature, you may also want to change the currently connected drive to a
new location, with the option of migrating all the data as described further below.

To do this, click on the “Change Selected Drive” button shown in the image below:
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@ Dashboard

0{ Configure

Select Hyper-i Guest Wis
Compression / Encryption
Backup location

Offsite Copy Location
Eackup Schedules
Backup Retention Polioy

Motifications
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The Backup Location is the location where your WM backups will be saved. This can be a Local Drive, USE Drive, NAS Drive or Netwark Share,

. Backup Location
-
E: New Volume (Local Disk)
ElAltaral
Connected

Change Selected Drive...

Clicking the button will display the Drive Selector window, and you can choose an alternative primary drive
location, locally attached or on a network path, as described here and here respectiwely.

Once you have chosen the new primary backup drive, you will be prompted with three options as shown

below:

) Migrate all backup data and aold versions to the new Drive

Fiy Continue backing up to an existing backup folder
You have not zelected a suitable Altaro backup folder. Pleaze ensure vou
zelect the folder called Altaro which contains wour backup.

® Restart hackup fram scratch (yau will lose any older wersions).

Migrate Backup Drive Taol

H YPER -V, Backup

Change Drive | | Cancel

The three options are explained below:

1) Migrate all backup data and old versions to the new drive.

This option is available when the previously selected primary drive is still available. If you choose this
option, all data will be copied over to the new backup location, and the new backup drive will resume
incremental backups seamlessly from the time of the last backup to the previously selected drive.

Please note that the migration procedure may take several hours depending on the amount of data that
needs to be transferred. Once the migration is complete, you will be shown the following alert, and from
that point on the backups may resume to the newly selected drive:
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Migrate Backup Drive Tool

H YPER -V Backup

‘-.;:1-':" All your backup data has been migrated to the new Drive

Finizh Stop kigrating

2) Continue backing up to an existing backup folder

This option is enabled if the software detects that the newly selected primary drive was already used
with the same backup configuration. You may choose this option if you would like to resume
incremental backups on the newly selected drive, automatically linking to the previous backup available
on that drive.

This option is useful when you want to move the location of the primary drive. For example if
you have performed the first backup on a drive connected via USB, and then connected that
same drive on a shared network path on another computer, you may re-map to the same
backup drive using this option.

3) Restart backup from scratch

Choose this option when you do not want to copy any backup data from the previously connected drive (if
available) and start the backups on the newly selected drive from scratch.

Configuring an Offsite Copy Location

With Altaro Hyper-V Backup you have the option of assigning one or many drives as second backup drive(s)
- aka an Offsite Copy Location.
As described in here, a mirror drive is a redundant copy of the primary drive.

Your Offsite Copy Location can be either of the following:

An Altaro Backup Senver

One or many locally connected USB drive(s)

An RDX cartridge enclosure

One or many NAS drive(s)

One or many Network Folder Share(s) / UNC path(s)

Backup data is always synchronized from the backup location to the offsite copy location, and backup data
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is never copied to the offsite copy location directly from the source files on the host. If the backup location
is not connected, no data can be synchronized to the offsite copy location.

To select a single Offsite Copy Location drive, follow the instructions described here.

To select multiple Offsite Copy Locations (i.e. Drive Swapping), follow the instructions described here.

To select an RDX cartridge enclosure as your Offsite copy Location, follow the instructions described here.

Offsite Copy Drive Swapping

Altaro Hyper-V Backup allows you to configure multiple drives for your Offsite Copy location and allows you
to swap between these drives seamlessly after they have been configured.

As described here, this option requires that you have already configured a local or network path as your
original Backup Location.

To configure multiple drive swapping for your Offsite Copy Location, please proceed as follows:
1. From the Management console go to Configure >> Offsite Copy Location
2. Here choose the second radio button option to "Take a copy of the backup to a USB Drive / NAS

Drive / Network Share" as shown below:

> Offsite Copy Location
—

Enable Offzite Copies

) Take a copy of the backup to your owen Altaro Backup Server

Select Server...

Skip zcheduled affsite copies and wait for the nest manual 'Seed to Dizk' i the changes

® Take a copy of the backup to a USE Drive [ NAS Drive I Metwork Folder Share

s this option when the drve Tocation 15 not connected 1o an Alaro Backup o4
List multiple drives for Drive Rotation funchionality.

Ho Drive Selected

Select Location/s...

3. Here click the "Select Location(s)" button and you will be prompted to choose one or many drives as
your Offsite Copy Location(s)
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4. Proceed to click the "Add Location" button which will load the Backup Drive Selector. Choose your
drives as described here: Local Drives / Network Paths

5. Once you have added all your desired Offsite Copy locations, they will show in the drive selector prompt
as follows:

0] Choose a Local Disk or NAS Drive -

H YPER -V Backup

\)ﬂ' Select one or more Drive f Metwork Location to copy your backups to.

When multiple locations are canfigured then backups will be copied to the drive that
iz connected and has highest priority &t that point (Drive Rotation).

|+ Add Location

. EABLTAROTEMPYbuT 1st Priority @ X

. EAALTAROTEMPYbuZ 2nd Priority @O %

. EAALTAROTEMPYbu3 wrd Priority @ X
k. | | Cancel

6. Note: Only one Offsite Copy Location may be active at any one time, so when adding multiple
locations, you must specify which locations will be activated if more than one location is simultaneously
connected. This is done by moving the drives' position up or down in the list in order to change their
priority. A drive with a higher priority will be preferred over a simultaneously connected drive with a lower
priority.

You can modify the priority of each Location using the up and down arrows to the right of each location
as shown abowe.

7. Click OK when done. Note that you may also add and remowe Offsite Copy drives at a later stage.

The currently active Offsite Copy Location is switched to another location in either of two cases:
1) A location with a higher assigned priority is connected.
2) The currently connected location is disconnected and a location with a lower priority is available.

If one of the above occurs, you will see a notification stating that Altaro Hyper-V Backup is swapping the
Offsite copy Location, and also the drive will temporarily show up as disconnected.

After a few seconds, the Management Console (if open) will automatically close in order for the new drive
details to be loaded. In the current version, the Management Console will not reopen automatically, and
must be launched again by the user if required.
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Offsite Copy to RDX Cartridges

Altaro Hyper-V Backup allows you to configure RDX drives as your Offsite Copy location and allows you to
swap between these drives seamlessly after they have been configured.

As described here, this option requires that you have already configured a local or network path as your
original Backup Location.

To configure multiple RDX drives as your Offsite Copy Location, please proceed as follows:
1. From the Management console go to Configure >> Offsite Copy Location

2. Here choose the second radio button option to "Take a copy of the backup to a USB Drive / NAS
Drive / Network Share" as shown below:

> Offsite Copy Location
1

Enable Offsite Copies

) Take a copy of the backup to your owen Altaro Backup Server

Select Server...

Skip scheduled affsite copies and wait for the nest manual 'Seed to Dizk' i the changes

® Take a copy of the backup to a USE Drive [ NAS Drive I Metwork Folder Share

Jsethis option when the drve Tlocation 1z not connected to an Altaro Backup o4
List multiple drives for Drive Rotation functionality.

Mo Drive Selected

Select Locationds...

3. Here click the "Select Location(s)" button and you will be prompted to choose one or many drives as
your Offsite Copy Location(s)

4. Proceed to click the "Add Location" button which will load the Backup Drive Selector.

5. You will see your RDX drive listed here as shown below:
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Yol have dhosen Badkup Drive:  F: (RDX)

(caloulating space required for first backup...)

Removable Disks (Recommended)

ey F: (RDY) 10461 5B Free MTFS
Local Disks
I:‘ . i [Untitled Drrive) EE.3 GE Free MTFS
[ +]
D . O ([Mew Walurne] 163 .41 GE Free MTFS
[ ]

6. Select the RDXdrive and click "Select Location" to add the current cartridge to your list of locations
7. Important: Repeat this process for each RDX cartridge

8. Once you have added all your RDX cartridges, they will show in the drive selector prompt as follows:

0] Choose a Local Disk or NAS Drive -

H YPE R -1 ,E:‘a cloup

Jﬁ Zelect one or more Drive ! Metwork Location to copy your backups to.

When multiple locstions are configured then backups will be copied to the drive that
iz connected and has highest priority at that point (Drive Rotation).

|+ Add Location

. Fi, 1st Priority 0 b4
. F, 2nd Priority €@ %

k. | | Cancel

9. Click OK when done.

Please note that you may also add and remove RDX drives at a later stage.

Backup Drives in a Hyper-V Cluster Environment
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If you have a Hyper-V cluster set up, Altaro Hyper-V Backup will communicate with other cluster
nodes and instruct them to back up any selected VMs to the same backup location.

If your primary drive is a network location, the network path credentials are securely communicated
to the other cluster nodes so that they can authenticate to and access the backup location.

If on the other hand, your primary drive or drives are locally attached drives such as USB drives etc.,
then the backup folder on those drives are automatically shared using Windows file sharing, so that
the other cluster nodes will have access to the backup location.

When this setup is detected, an extra configuration window is shown after selecting the drive from
the Drive Selector window.

A folder called “AltaroSharedFolder” is automatically created at the topmost level of the selected
backup location, and this folder is shared using standard Windows File Sharing.

You will be prompted with the following window:

0] Share Backup Drive for other Cluster Nodes -

A Hyper-¥ Cluster Environment has been detected

Far Alkaro Agents which are installed on ather nodes to be able to backup to thiz backup drive
then the backup drive must be shared.

Folder to Share
|E M
[] Access Share using IP Address instead of Mode Mame
AETE: Liga five apfion ande F pow swean fo force e backups fo rut over 8 specic 55

Specify a Uzer Account

® Automatically create user account HYPERSItannd 73035

() Choose a User Account

Share Backup Folder Cancel

At the bottom, there is a section titled “Specify a User Account”. This refers to the Active Directory
Domain User that will have access (both Share access and NTFS security permissions) to the newly
created share.



As shown in the image above, you can simply leave it in the hands of Altaro Hyper-V Backup to create
aspecial Active Directory Domain User for this purpose (Altaro070948 in the example above).

The created share will be accessible only by this user, and the randomly generated credentials will
be securely communicated to the other Hyper-V nodes when backup is required on another node.

The newly created share will only be accessible by the newly created user.

If you prefer to specify an already existing user, you may click the “Choose a User Account” radio
button and specify the credentials as shown in the image below:

Other settings — Specifying a preferred IP:

With Hyper-V cluster setups, the cluster nodes may be connected to a Gigabit or faster network,
typically fibre channel, on which the Cluster Shared Volumes are set up. This is usually independent
of the standard domain network (the management network), which may not reach the same speeds.

What this means is that a remote cluster node may reach the shared backup drive using one of two
networks, one possibly being much faster than the other. If you would like to specify which IP the
remote cluster node should use in order to access the locally connected backup drive, you may select
the checkbox shown in the image below and specify the required IP.

4] Share Backup Drive for other Cluster Nodes -

A Hyper-¥ Cluster Environment has been detected

For Altaro Agentz which are installed on other nodes to be able to backup to this backup drive
then the backup dive must be shared.

Folder to Share
E:\Wh

Accessz Share uzing IP Address instead of Node Hame  [192.168.1.1

MNOTE: Lfea e opfion amie if o wan fo forca e dackuos fo it over 4 soaciic /0

Specify a Uzer Account
) Automatically create user account HYPERN)tannd 73035

®) Choose a User Account

[Jzer Account Credentials

Dramain OF Machine | |

IJzer Hame | adrmiristrator |

xscxxxxmi |

Plagza wpdale ffaze cradenfial aach fima fral i pageword axpiras
ar cftangas You can da fe fom fe Oove Manager sorean

Pazgwiord

Share Backup Folder Cancel




If you do not specify this setting, the IP address of the current node (on which the backup drive is
shared) will be resolved using the node name on the remote cluster node.

Managing Backup Space

Limiting the age of older versions (Automatic Backup Retention operations)
Manually deleting older versions (Manual Backup Retention operations)
Delete Backups of VMs that have been removed from your Backup Plan

Limiting the age / size of Older Versions (Automatic Maintenance)

During each backup Altaro Hyper-V Backup stores the latest version of all files as a complete mirror copy.
In fact, the backup destination may be accessed simply through Windows explorer and the latest backup
may be browsed manually.

Whenewer a file changes (or is deleted) from the source data, the older version (or deleted file) is then mowved
to the "old versions" repository. Ower time this "old versions" repository will continue to grow as files keep
on changing and more versions are stored. Altaro's ReverseDelta technology compresses older files to
reflect only changes between one version and another, while still leaving the latest version as a full copy.
This ensures that minimal space is required for the "old versions' repository. (See the section about
RewerseDelta in this manual).

As shown in the image below, the Restore Console shows the backup history allowing you to choose which
version to restore:

Altaro 1
Festore the version which was backed up or: | Maonday, 17 June 2013 at 01:00:00 W

Az |Akaro 1 (17-06-2013 OThO0mO0 Clone] | Sunday, 16 June 2013 at 01:00.00 _
Thursday, 13 June 20013 at 07:00:00 [Offzite Copy]

Tao | Thurzday, 06 June 20013 at 16:47:43 [Offzite Copy]

ghiow restore ophions

Altaro Hyper-V Backup gives you the possibility of restoring a Hyper-V Guest VM to the exact state it was
at the specified timestamp.

Each version contributes to the size of the total backup set on the backup drive. This increase in size is
dependent on the nature of the changes that occurred between that backup and the previous one. The way
Altaro Hyper-V Backup controls the increase in size is by referencing unchanged files across snapshots to
the same data on the disk, and also by making use of delta technology in order to store only the changes
within a file from one backup to the next.


http://www.altaro.com/manuals/files/isReverseDelta.html
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Old versions may be deleted from the backup set, with the limitation that versions can only be deleted
contiguously starting from the oldest available version.

Some users may want to perform periodic maintenance their "old versions" repository to ensure that it does
not exceed a certain size limit or contain old and obsolete versions. There is one ways to limit the backup
size in Altaro Hyper-V Backup:

- Limit the age of the oldest file versions that are stored on the backup drive.

This can be taken care of automatically by setting a Backup Retention Policy. You can learn on how to do
this by reading this section.

Retention by Age:

Drag and Drop VMs into the appropriate Retention Groups to define how long the older versions of a VM will
be kept for.

As an example, let's assume today's date is the 15th January 2013 and | set my age limit to 2 months. This
would mean that any backups older than the 15th November 2012 will be deleted from the backup drive. This
does not happen immediately, but will be done by a retention operation routine run at the end of each
backup job.

The latest version of each file will never be deleted even if the size limit remains exceeded after
all the older versions are deleted. The latest backup must perfectly mirror the source data, and
deleting any files from the latest backup would of course result in an incomplete backup. Itisup
to the user to select a backup destination that can hold at least one version of each VM.

In the example screen below:

Backup versions older than 1 day of the VM called "Altarol" will be automatically deleted. Offsite copies of
this VM older than 1 day will also be automatically deleted.

Backup versions older than 1 month of the VMs called "Altaro2" and "Altaro3" will be automatically deleted.
Offsite copies of these VMs older than 6 months will be automatically deleted.

The automatic deletion will occur at the end of every backup job.

@ Dashboard “ @ Drag and drop Guest WMs from the left to the right to configure a Backup Retention plan,
a5 Confi _ _ . 8 .
% Lonfigure Guest¥Ms Selected for Backup Delete backup versions which are older than... [l Jll Delete offsite versions which are older than... &=

Select Hyper-y' Guest Wwhs EiugAsI[ \.fM1 8 Aloro "
B Altaro

Compression f Encryption § a2 1 1
L] day e

Backup Location B Altaro 3 " .

Offsite Copy Location
Backup Schedules
Backup Retention Policy

Matifications

Manual Backup

&2 ortsite Copy & Seed

B Altaro 2
B Altaro 2

‘5 Restore ¥Ms B Altaro 2

B Altaro 3

E=9 Granular Restore

rnonths

File Level Restare

Ferhanne item | euel Restnre
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Common Questions:

Will backup retention ever delete all versions of a backed up file?

The retention operations will never delete all versions of a file, unless a file had been deleted from your
Sener for a period longer than the retention period set. Therefore using the same example, you have
chosen to delete all versions older than two months and a particular file was deleted from your Server say
three months ago.

Since that file was not present at any of the points in time displayed on the timeline then the file can no
longer be restored by Altaro Hyper-V Backup from the Restore Console.

What is the end result of backup retention being activated?

The result of all of the abowe is that, assuming that the changes to your data are more or less similar
between one backup and another, this will result in the backup size lewelling off as shown in the image
below.

This is because as one backup is added to the stack on the timeline, an older one is deleted, so your
backup window is always the same age or size, moving forwards one day at a time. This lewelling off is
of course only seen when the oldest backup hits the limit set by the retention policy.
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Please note that if you have no Retention Policy for quite a while, and then set the cut-off point to a point in
time that is considerably "younger" than your oldest backup, you will see a dip in the size as shown in the
graph below, as sewveral backups in the timeline are purged simultaneously. You should then start seeing
some lewelling off in size thereafter.
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Remember that the lewelling off assumes that daily changes are fairly similar. If you add substantial amounts
of data then you will still see an increase in the size of the graph. With regards to the renaming of folders,
deleting of files etc. the files will remain in the backup history until they are flushed out by the retention

policy.

How do | find the right setting for my Retention Policy?

Sometimes, trial and error is required to find the right balance between available disk space and age of
versions to keep. Here at Altaro, we recommend that if drive space on your backup drive becomes an issue,
start with a high setting, which is just below the age of your oldest backup. For example, if you have
versions going back 3 months set the setting at 2 months. Next wait until your backup size is maintained
and you see a dip in size in the graph.

If after a few days you realize that drive space is still an issue, set the Retention Policy to a shorter time-

window, and keep going until you achieve the desired balance.

Manually deleting older versions in the backup set (Manual Maintenance)

The Altaro Hyper-V Backup Drive space manager is a simple utility that can be used to clear out old
versions from your backup drive. This utility will free up disk space and will also be presented to the user in
the case that their backup drive is full or will soon be full.

To access the utility:

Open the Altaro Backup Hyper-V Management Console. (Instructions here)

2. Click on the Reports menu on the left hand side of the screen.
3. Choose the "Backup History" report.

4. Click on "Free Up Disk space" from the top right of the report, then click "Delete old backup
versions..."



Dashboard

' Contigure

~_ Backup History for Al Hyper-¥ Guest Yis +
Time: Result

Ao 1 o Today ot 01:00 Success
alaro 1 o Vesterday at 01:00 Success

Select Hypet-v GuestvMs

Compression ¢ Encryption

Backup Lacation

Offsite Copy Location

Backup Schedules

Backup Retention Policy

Wotifications

Manual Backup

Offsite Copy & Seed

Restore Vs

fleahis

Granular Restore
File Level Restare

Exchange Item Level Restare

'5 Advanced Restore Options
Sandbox Restore

Boat from Backup Drive

BB Management Tools
Altaro Backup Server

Central Management Console

Backup History

Sumimary
Backed up 26.5 KB for 1 fle {5 seconds)
Backed up 28.5 KB for 1 e (4 seconds)

You will now be presented with the following screen:

TOOLS  HELP

Free Up Disk Space =|| T2 Refresh

Delete old backup versions..

Delete backups of Whs which have been removed from your Backup Plan...

Backup Drive Space Manager

S0 Delete old backup versions

‘You can delete old backup versions to free up space an your backup drive.

[] Delete versions older than

[] Delete versions older than

from Altaro 3

from Altaro 2

Delete versions older than [ 17 June 2013

w | from Altaro 1

e 2013

TP S

Delete old versions

| | Cancel

To delete old versions:

Choose the checkboxes to indicate on which VMs you would like to delete older versions of.

From the drop down lists select a "delete if older than" date, which may be independent for each VM.

Versions which were created at a time which is older than the selected date will be marked for deletion.

3. Click on "Delete Old Versions".



4. You will now be presented with a progress bar which will indicate when the selected old versions hawe
been deleted.

Please keep in mind that the graphs show the maximum size that existed on any one particular day,
so the change in size may not be visible immediately on the dashboard.

Delete Backups of VMs that have been removed from your Backup Plan

When you remove a VM from your Backup Plan (using the VM Browser as explained here) the backup folder
containing that VMs backup files is not deleted. This is intentional to allow users to reselect the VM and
restore previous \ersions at a later date. There may be cases where the user is no longer interested in
keeping the old backup folders and would like to free up space on the backup drive.

This utility will facilitate deletion of old backup folder. Please note that once a backup folder is deleted then
you will not be able to restore that VM until it is backed up again.

1. You can access this feature from the Backup History Report as shown in the next screenshot.

() Dashboard ~ Backup History for All Hyper-¥ Guest YMs ~ Free Up Disk Space =| ) Refresh

Time Result sumnma:
kY- ¥ Delete old backup versions...

% Configure Altaro | & Today at 01:00 Success  Backed up 28,5 KB For 1 file (5 seconds)

Alkaro L of Vesterday at 01:00 Success  Backed up 28,5 KB for 1 file (4 seconds)
Select Hyper-V Guest Vs Delete backups of VM3 which have been removed from your Backup Plan...

Compression / Encyption
Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Folicy

Hotifications

Manual Packup

Offsite Copy & Seed

Restore Yis

ehils

Granular Restore
File Level Restore

Exchange Item Level Restore

G

Advanced Restore Options
Sandbox Restore

Boot from Backup Drive

BB Management Tools
Altaro Backup Server

Central Management Console

Backup History

Restare Histony

2. Once launched the utility will list all VMs for which a backup folder exists on the backup drive, but the VM
is no longer being backed up.
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The following Guest YMs are no longer included in your Backup Plan

Even though they have been removed from pour Backup Plan their backup folders
ghill exist upon vour Backup Drive.

If you do not wish to restore these Wz in the future then you can chooze to delete
their backup data from the backup drive to free up space.

Wil Mame Status
[+ § Altaro 2 Mo longer attached to this Hyper-V Host

Delete Selected Backup Folders

3. You may use the check boxes to select one or more backup folders to delete. Once the selections are
made then you can simply click on "Delete Selected Backup Folders". You will be prompted for
confirmation before the deletion starts.

You have selected 1 backup folder for deletion, Once deleted you will
i not be able to restore the selected Wi backups

| | Cancel

4. Once deletion is complete you will be notified and the list of VM Backups pending deletion will be
updated.
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The delete operation has completed successfully -

The list of backup folders pending deletion will be updated once you
press O,

Compression / Encryption

Enabling Backup Compression / Encryption

Altaro Hyper-V Backup offers the option for compressing your backup data before it is written to the backup
drive.

To enable Compression, open the Altaro Hyper-V Backup Management Console and go to "Configure >>
Compression / Encryption” as shown below

@ Dashboard ~ Cormpression & Encryption Settings ﬂ:;a’;"rs;ses;d a re—— Er??r:;ié;ea &
OQ Configure i Altara 1 ® . 8

Select Hyper-t Guest Whs i Altara 2 O ®

Campressinn ¢ Encryption i Altara 3 @] ®

Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Policy

Matifications

Manual Backup

g Orifsite Copy & Seed

Here, you will see a list of your VMs where you can toggle between:

Uncompressed & Unencrypted - No compression or encryption will be applied to your backups.
Compressed - Backup data will be compressed, but not encrypted.

Compressed & Encrypted - Backup data will be both compressed and encrypted with AES Military
grade encryption. (This option is required if backing up to an offsite senver)

If you wish to enable Encryption, you will need to set an Encryption Key.
To do so you can click the 'Change Encryption Key' link at the bottom of the page.

LI repois

Backup History «" Thebaster Encryption Key has been set] Change Encreption Key

Restare Histol
Y « Save Changes 0 Dizcard Changes

Once you hawve chosen the settings you desire for each of your VMs and set your encryption key if
necessary, click Save Changes to complete

Offsite Backups
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Setting up an Altaro Backup Server

The introduction of an Altaro Backup Server role means that you can install the Altaro Backup Server
application on another server, and use that server as a backup target for your offsite backup copy.

Important:

TCP Ports 35101 - 35105 are used for communication between the Altaro Hyper-V Backup

software and the Altaro Backup Sener and must be allowed through.

To install and configure the Altaro Backup Server, download and run the installer from here: http://
www. altaro.com/hyper-wvbackup/download-tools.php

Once installed, launch the "Altaro Backup Sener" application from the Management Tools section of the
Altaro Console as shown below:

®
O{J

il IB

O

—
BB Management Tools
I Altaro Backup Server I

Dashboard

Configure
Select Hyper-4' Guest Whis
Compression ¢ Encrvption
Backup Location
Offsite Copy Location
Backup Schedules
Backup Retention Policy

Motifications

IManual Backup
Offsite Copy & Seed
Restore Vs

Granular Restore
File Leve| Restare

Exchange Item Level Restore

Advanced Restore Options
Sandbox Restore

Boot from Backup Drive

Central Management Console

“Altaro Backup Server' bManagement Console

Use the '‘Altaro Backup Server’ Management Console to configure Accounts and Storage Locations,
These Accounts can then be wsed by Clients connecting to the ‘Altaro Backup Server’ to take Offsite Copies.

Launch the ‘sltaro Backup Server' Management Console...

You will then be prompted with this screen:
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Altaro Backup Server Log In...

H YPER -V Backup

Connect to an Altaro Backup Server

® Connecttolocal server

() Connectto remote server

Save connection detail: [including credentialz]

Connect ‘ | Exit

Here choose to connect to the local sener, which will then allow you to monitor/configure your remote
backup senr.

Here, click Configure Accounts, and then “Add a new account” to setup the connection details for this
remote backup server as shown below.

Add a new account
Wsing this dialeg, you can craste s new account of edit an edding one
Display Mame WANseaverl
Creche ntiaks
LiseEr Mame .I..HEMITH
Fasswend [rmweree
o m Passwoing: |-
iosage Area
E:\
Choose a storage area
¥ Sawve ®  Cancel

Set the storage area and credentials you prefer and click Sawe.

You can also monitor backups from the Dashboard section, which will show you current activity, backup/
restore history and events.

Configuring the Altaro Backup Server as your Offsite Backup location

After you have configured an Altaro Backup Server, you will need to configure the main Altaro Hyper-
V Backup application to back up to that server.
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To do this, follow the instructions here to configure the ‘Offsite Copy Location” to point to your
Altaro Backup server

Manually taking an Offsite Copy
To manually start an Offsite copy, please proceed as follows:
Go to the 'Offsite Copy & Seed' section

Select the VM(s) you wish to start an offsite copy of
Click the 'Take Offsite Copy' button at the top of the screen as shown below:

@ Dashboard Take Offsite Copy

| |
Lag .
% Configure £2 Take Difsie Copy | I‘] Seed ToDisk Sl | Gebais

Select Hyper-y Guest Wwhis S —

-
Compressian / Encryptian . Altaro 1 on C5v1
Backup Location

-
Offsite Copy Location O . Altaro 2 on v
Backup Zchedules

. . -

Backup Retention Palicy |:| . Altaro 3 on 05w

Motifications

Manual Backup

Offsite Copy & Seed

J Restore Vs

|:-9 Granular Restore
File Level Restare

Exchange ltem Lewvel Restore

ﬁ Advanced Restore Options
Sandhbox Restore

Boot from Backup Drive

Scheduling an Offsite Copy

To schedule Offsite Copies, please proceed as follows:
Open the Altaro Management Console
Go to Configure >>Backup Schedules
Create a schedule group specifying the date and time for your Offsite copies, more details here.

The schedule of your offsite copies will be shown in orange text in the summary of each schedule
group, as below:
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@ Dashboard

0{& Configure

Select Hyper-w Guest Whis
Compression ¢ Encryption
Backup Location

Offsite Copy Location
Backup Schedules
Backup Retention Policy

Matifications

Manual Backup

& oftsite Copy & Seed
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GuestWMs Selected for Backup

Guest ¥

 Allaro 1
+ Bltaro 2
+ Bltaro 3

- o Right-click on a %M [or drag and drop it] to configure a backup schedule,

Take scheduled backups...

The 1st of every Month at 0d:00
+ Copy monthly backup to offsite location
B Alaro2
B Akaro3

daily at 01:00
+ Copy to Offsite location Sundays at 01:00 I
B Alkaro1

Drag and drop the VM(s) from the left hand column over to the Schedule group you wish to add

them to

When done, click Save Changes

Seeding

When backing up to an Offsite Altaro Backup Server, it's likely that the bandwidth to that
server may be limited, so we have introduced the option to manually take the first full backup to the
then allow you to run  only incremental
copies over the WAN connection, we call this process Seeding to disk.

Altaro Backup Server physically, which will

The below diagram summarizes the Seeding process in 3 steps:

- T mm o o mm m m Em Em Em o o

Altaro Hyper-V Backup

Server

Main Onsite
Backup Drive

STEP1
Seed to disk

-
Remavable
Drive

—
~

N
\ STEP 3
| Take Offsite Copy via WAN / Internet
1 Connection
: Altaro Backup Server
I I
|

WAN Acceleration > (4]
| -
1 Offsite
I Backup
I Drive
STEP2

: Import Seed
1
I -
1 - 3
I —(5)—-? ©
I =
I

/

'
-

To do this, you will need aremovable disk connected to your main Altaro server. Once done,
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go to the ‘Take Offsite Copy' screen, select the VMs you wish to transfer the backups for and click the
‘Seed to Disk' link at the top of the page as below:

) - chup Today :
HYPER-V Backup
@ Dashboard ™ Offsite Copy | € Take Offsite Copy.] € Seed to Disk... | ¥ Restore 7 Restare &s.,
0{! Configure [
! Altaro 1 on C5W1

Select Hypery Guest Whis
Compressian / Encryption
Backup Location

Offsite Copy Location

Backup Schedules
Backup Retention Plan
Setup Console Remote Access

Matifications

BB Take Backup / Restore

B Take Cifsite Copy

‘5 Advanced Restore Options

Here, select the removable drive you wish to seed to, and click “Start seed to disk”, and then
OK. The seeding will proceed in the background, and when complete you can disconnect the drive
and manually take it to your WAN server.

Once the removable disk has been connected to your Altaro Backup Server, launch the Altaro
Backup Server console from the Start Menu.

Here, right click your server name and select “Import seed from disk” as shown below:

Altaro Backup Server

@ Dashhoard Accounts | @B Add a new account 36 Delete
[ L = = —— WA sercer
% Configure Accounts lﬂ i § Editaccount

&  Delete account

I |{' Import seed from disk | I

¢ Export backup to disk
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On the next screen, browse to the removable drive (and subfolder if applicable) where you
exported the seed data to, select it and hit Start.

It will begin to import the seed data to the Altaro Backup Server's backup repository and
show progress as below:

O] Seed Import .

o Altaro 1
Backup Yersion: 2013-05-23 14-11-00

Importing Wha: Altaro 1

Copying: Altaro 1.vhds

Once complete, any future backups to this Altaro Backup Server will be of incremental
changes only.

Altaro Management tools

Setting up Console Remote Access to Altaro Hyper-V Backup

The introduction of the remote management console means that you can now install the software on another
machine and manage the software from that remote machine.

By default this is already enabled for members of the Domain Administrators group, however should you
wish to disable, or restrict remote access to the configuration,

You can use the "Management Console Remote Access" feature in the Altaro Hyper-V Backup
Configuration Manager. You can learn how to access the Configuration Manager here.

Once the configuration manager is launched, go to the second tab called Management Console
Remote Access as shown below:



Altaro Hyper-V Backup Configuration Manager \;‘i-
File

Start / Stop Backup Service | Management Console Remote Access | Discard Current Backup Prafile

Management Console Settings for: 5RY1

The Backup Service is accepting Management Console connections on this port:
24283 -

w

® Allow this server to be configured rermotely

Choose which users are permitted to connect and configure the Altaro Hyper-Y Backup Service installed
on thiz machine, (Local Administrators are allowed by default)

Select Uzers... |

O Only allow this server to be configured frorm local connections

Save Changes and Bestart Services Revert Changes

Here you can choose to either disable remote access to the console by selecting 'Only allow local
Management console connections', or you may choose to restrict access to certain users or groups by
clicking the 'Select Users' button.

Once you have configured as desired, click OK to sawe the changes.

You are now ready to install the Altaro Management tools on a remote machine and connect to your Altaro
Hyper-V Backup console remotely.

Installing the Altaro Management Tools

To install the Remote management console on another machine, you must download and run the
installer from here: http://www.altaro.com/hyper-wbackup/download-tools.php

Thisis only supported on 64-bit OS's, please see the full system requirements here.

Once the Altaro Management Tools are installed, you will be able to launch the following consoles:

The Altaro Hyper-V Backup console - used to access the configuration and console of a single
remote Altaro Hyper-V Server

The Altaro Backup Server console - used to access the configuration and console of asingle
remote Altaro Backup Server

The Altaro Central Management console - used to monitor the multiple remote Altaro Hyper-V
Servers at once, and connect to their management consoles if required.
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Using the Remote Hyper-V Backup Console

The Remote Hyper-V Backup console will allow you to connect to the configuration console of a
remotely installed Altaro Hyper-V Backup machine.
Please follow the instructions below for use:

1. From the Start Menu launch "Altaro Hyper-V Backup"
2. When the remote console is opened, you will be presented with a choice to connect to a local

agent or aremote machine as below:

Altaro Hyper-V Backup Log In Screen...

HYPER-V Backup

Choose an Altaro Hyper-VY Backup Agent to connect to:

() Connectto an agent running locally onthis machine,

® Connectto an agent running on a remote machine,

Server Address Part
ILOCALHOST | [24253 |

Lagin as Current YWindaws ser Accaunt

[ 1 Remember Connection 5 ettings

Connect to Agent Exit

3. Here you can select the second option to connect to a remote Altaro console and manage its

configuration.

4. Simply enter the servers IP, port and credentials and click Connect to Agent.

5. Ensure that the credentials you are using to connect have already been allowed in the Altaro
Hyper-V Backup configuration as described here.

Using the Backup Server Console

The Remote Backup Server console will allow you to connect to the configuration console of a
remotely installed Altaro Backup Server.
Please follow the instructions below for use:

1. From the Start Menu launch "Altaro Backup Server"

2. When the remote console is opened, you will be presented with a choice to connect to a local
agent or aremote machine as below:
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Altaro Backup Server Log In...

H YPER -V Backup

Connect to an Altaro Backup Server

() Connect to local sercer

® Connectto remote server

Server address Puort
| 35100 2

[] Usze curently logged-in user

Drarnain | |

Izermame | |

Paszword | |

Save connection detailz [including credentialz)]

Connect Exit

3. Here you can select the second option to connect to a remote Altaro Backup Server console and
manage its configuration.
4. Simply enter the servers IP, port and credentials and click Connect.

Using the Central Management Console

The Altaro Central Management console will allow you to monitor multiple remotely installed Altaro
Hyper-V Backup machines at once, and connect to their management consoles if required.

Please follow the instructions below for use:

1. From the Start Menu launch "Altaro Central Management Console"

2. When the remote console is opened, you will be presented with a console as below:
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Altaro Hyper-V Backup - Central Management Console

H YPER -1 ’Backup

FILE
Add Mew Group | Expand &I Caollapse &l || No Agent Selected
= {l::} Default Agent Group
o fiE Local Agent [LOCALHOST:24253] ¥ lastBackupTodayatOT00 Next| | |1 4. ajesro Cantral Management Cansole to build

a list of Altaro Hyper-\ Backup agents and monitor
their health and status,

Create 'Agent Groups' to group these Agents together,

+ Add a new Agent Group ltem
[. Import an Agent List...

‘] Export the Agent List...

3. Here you will see alist of currently connected agents.
Right-clicking an Agent group will allow you to Add a new agent to the group, remove the group,
or rename it as shown below:

HYPER-\ ’Sackup

FILE

Agent List

Add MNew Group | Expand All  Collapse All 2
- -ﬁ‘.:)} AltaroTest

i ¥ Remove Group from List
.i SRV1 0 (Requesting status information.)
ﬁ Rename Group

4= Add Agent |

4. Right-clicking an Agent will bring up a menu for that particular agent as shown below:
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HYPER-V Backup

FILE
Agent List

Add Mew Group | Expand Al Collapse All )

B{l:)} AltaroTest

----- = SRV1 T T T " Last Backup Today at 11:13, Next backup in12 hrs 49 mins (updated: 12:10
1=}
Connect to Agent and Manage...

View WM Backup Report

Edit Connection Details...

xS B 4

Remowve Agent from List

For each agent you have the following options:

- Connect to Agent and Manage - This will launch the full management console of the selected agent.
- View Guest VM Backup Report - This will bring up a report of the selected agent's backup status,
results and sizes, similar to the one shown below.

- Edit Connection Details - This will allow you to change the Label, IP, Port and credentials of the
connection to the selected agent.

- Remove Agent from list - This will delete the connection and remove the Agent from the Remote
Management Console

O] Altaro Hyper-V Backup - Central Management Console == -
HYPER-V Backup =~ LTARO
FILE

WM Report: Local Agent
Filters: nm (2] o
Agent “irtual M achine Last Backup Result Last Backup Time Mext Backup Time Schedule Type
« Local Agent Altaro 1 Success 1740672013 01:00 AM 18/06/2013 00:53 Ak Backup daily at 01:00
1 Local Agent Altaro 2 Mo backups taken 30/06/2013 23:59 P The 13t of every Month at 00:00
1] ;Local Agent Altaro 3 Mo backups taken 3070642013 23:59 P The 13t of every Month at 00:00

< m >
Last checked: 6/17/2013 2:51:38 P

5. For better management and identification of your Agents, you can also create a new Agent
groups from this screen using the "Add New Group" button on the top-left hand side of the
console as below:
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HYPER-V Backuo

FILE

Agert List

Add New Group IExpandAII Collapse All 2

=5 E} AltaroTest

----- iﬁ SRV1 [192.168.10.144:24253] " Last Backup Today at 11:13, Next backup in12 hrs 46 mins (updated: 12:13)
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